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OnpenesieHus

3ammTa HHPOPMAINH - IESTEIbHOCTh, HAIIPAaBJICHHAS HA MPEIOTBPAIEHUE YTEUKH
3anMIaeMon nHdopMaly, HeCaHKIIMOHUPOBAHHBIX U HETIpeIHaMEPEHHBIX BO3/ICHCTBUI Ha
3aImuIaeMyro nHpopmarmio;

WNupopmarus - cBenenns (cooOLeHNs, TaHHbIE) HE3aBUCUMO OT (POpPMBI UX
[IPEJCTABIICHHUS;

Nudopmarius orpanrdeHHOro 1octyna - nHpopMalius, J0CTYyI K KOTOPOi orpaHuYeH
(deneparbHBIMU 3aKOHAMU;

Wu¢opmanmonHas cucrema - COBOKYIHOCTb cojiepaKariieiics B 6a3ax JaHHBIX
nH(pOpMaIUU 1 00€CTICUNBAIOIINX €€ 00pad0TKy MH(GOPMAIIMOHHBIX TEXHOJIOTHI
Y TEXHHUYECKUX CPECTB;

KondunenunaabHocTh HHPOpMALNU - 0043aTEIbHOE [T BBITOJIHEHHS JTUIIOM,
MOJTYYMBILIUM JIOCTYII K ONpezesieHHoN nHdopmaluu, TpedboBaHue
HE Tiepe/laBaTh TaKyo WH(OPMAIIUIO TPEThUM JHIaM 0e3 coriacus ee o0maaarTens;

Obnanatens nHGOPMAIMHK - JIULO, CAMOCTOSTEIBHO CO3/IaBIIee HHPOPMAIUIO JINOO
MOJTy4MBIIIEE HA OCHOBAHUHU 3aKOHA WJIM JOrOBOpA MPaBO pa3peliaTh WK OrPaHUYMBATh JOCTYII
K HH(GOPMAIIH, ONPEACIIIeMOH 10 KaKMM- JTH00 MPpU3HAKAM;

[lepconanbHble JaHHBIE - MTI00ast HH(OpMAIH, OTHOCAIIAACS
K OMpeeIEHHOMY WM ONpe/eNiieMOMY Ha OCHOBaHUU TakoW MH(GopManuu Gu3n4ecKoMy JTUIY
(cyOBeKTYy epCOHANBHBIX JaHHBIX).
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O0o3HauYeHNs U COKPALEHHUS

I'BJAOY - T'ocymapcTBeHHOE OFOIKETHOE JOMIKOILHOE 00pa30BaTEIbHOE YUPESIKICHNE TETCKUN
canx Ne 74 komOuHUpOBaHHOTO BH1a Beiboprekoro paitona Cankr-IlerepOypra;

KU - KonduaenuuanbHas nHGopMaIus;

MD - MexceTeBol 3KpaH;

HCJI - HecaHKIIMOHUPOBAaHHBINA JOCTYII;

C3U - Cucrema 3amuTthl HHOOpMAITUY;

CK3MH - CpenctBo kpunrorpapuueckoi 3aiuTbl HHPOpMAIIK;

Cp3U - CpencTBo 3amuThl HH(GOPMAIIHH;

OCB Poccun - @enepanpHas cinyxba 6e3omacHoctu Poccuiickoii @eneparuu;

OCTIK Poccun - denepanpHast Cryk0a Mo TEXHUYECKOMY B SKCIIOPTHOMY KOHTPOJTIO.
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1 OO01Me moJIoKeHus

1.1  Hacrosmas IlonuTuka siBAseTcss TOKYMEHTOM, JOCTYIIHBIM BCEM COTpPYIHHKaM
I'BJIOY u Bcem momnw3oBaresnsiM ero pecypcoB. [IpencraBnser coboii ohHUIHMAIBPHO TPUHATYIO
pykoBonactBoM ['BJIOY cucremy B3rnsgoB Ha obecrieueHre WH(POPMALMOHHONW 0E30MacHOCTH
B I'BJIOV.

1.2 OcHoBHOI1 3amaveii B obmactu mHpopmanuoHnHoi Oe3onmacHoctn ['BIOY mpusnHaer
COBEpIICHCTBOBAaHME MeEp U CPEICTB obecrieyeHus: WHGPOPMALMOHHONW  Oe30MacHOCTH
uHpopmamoHHblx pecypcoB I'BJIOY B KoOHTekcTe pa3BUTUS 3aKOHOJATENbCTBA W HOPM
perynupoBaHust HHHOPMALMOHHON eI TeTHHOCTH.

1.3 B pamkax cBoeii pgesrenbHocTn ['BJIOY o00s3yercs mnpennpuHUMAaTh BCe
BO3MOXKHbIE MEpBI JUIs 3aLIUThl HHPOPMAIIMU OT PUCKA IPUUYUHEHUS Bpesia, YOBITKOB U yIepoa,
BO3HHKAIOIINX B PE3yNIbTaTe pean3aliil yrpo3 WHPOPMAIMOHHON O€30IMacCHOCTH WIIH JIPYTUX
NPOTHUBONPABHBIX JCHCTBUH, CBA3aHHBIX C HapylIeHHEM HH(OPMAIMOHHONH Oe30MacHOCTH
I'BJIOY.

1.4  TpeGosanus nH(pOpMaIMOHHON 6€30acHOCTH, KOTophle npeabsasisaoTcs ['5/10Y,
COOTBETCTBYIOT wLensAM aesatenbHocTd ['BJIOY m mpenHasHaueHbl JUIsl CHUXKEHMSI PUCKOB,
CBSI3aHHBIX ¢ MH(POPMAIIMOHHON 06€3011aCHOCTBIO, 10 MPUEMIIEMOTO YPOBHSI.

1.5  Peanuzanus ¥ KOHTPOJIb MCHOJHEHUS TPeOOBAHUMN, YCTAHOBJIEHHBIX HACTOSILEH
[MonuTuko#l, ocymecTBisgeTcss pabOOTHUKAMH, OTBETCTBEHHBIMH 32 MH()OPMAIIMOHHYIO
0e3011aCHOCTb, B COOTBETCTBUHM CO CBOMMH JOJDKHOCTHBIMM HMHCTPYKLUMSMH U JAPYTUMH
BHyTpeHHUMU nokymeHTamu ['6/10Y no nHpopmanrionHol 6€30MacHOCTH.

2 Hean u 3a1a4u odecneyeHusi HHPOPMAITMOHHOI 0€30MACHOCTH

2.1  Lensmu obecnieuenus nudopmannonnoii 6ezonacuoctu ['bJIOY sBustorcs:

- 3amurta uHTepecoB I'BJIOY, paGOTHUKOB M HMHBIX CYOBEKTOB MH(OpMAIMOHHBIX
oTHoleHuH, B3aumoneicTByommx ¢ [BJIOY, or Bo3MoxHOrOo HaHeceHus yiiepOa
UX JIESATETbHOCTH TOCPEACTBOM CIIYYalHOT'O0 WJIM MPEJHAMEPEHHOr0 HECAHKIMOHHPOBAHHOTO
BMEIIATeNbCTBA B Mpolecc (PyHKIMOHUpoBaHUs UH(opMmaroHHbIX cucteM I'BJIOY, Hapymenus
paboThI TEXHUYECKUX M MPOTPAMMHBIX CPEJCTB, IPUBOISIIETO K HEAOCTYITHOCTH UH(POPMAITUH,
pasriameHnio, UCKaKEHUI0, YHUYTOXKEHHUIO 3alluilaeMoil MHPOpMalUd U €€ HE3aKOHHOMY
UCII0JIb30BaHMUIO;

- obecrieueHne YCTOWYMBOIO W KOPPEKTHOTO (PYHKIMOHWPOBAHHS TPOTrPAMMHBIX
u annapaTHbIx KoMrnoHeHToB ['b/IOY u npenocTaBiisieMbIX CEpBUCOB;

- coOI0ZieHHne IIPaBOBOI'O PEXMMa MCIIOJIIb30BAaHUSI MAacCUBOB M IPOrpaMM 00pabOTKU
uH(popMaIuy;

- TpeAoTBpAllleHuE peanu3aun yrpos 6e3onacHocTs s aesrensHocta ['BIOY.

2.2  OObekTaMu HHPOPMAITMOHHBIX TPABOOTHOIICHUH SBIISIOTCS:

- WH(POPMALIMOHHBIE PECYPCHI, B TOM YHCIIE C OTPAaHUYCHHBIM JOCTYIIOM;

- nporecchl 00paboTrku uHpopMmauuu B HHPOpManuoHHbIX cucremMax ['BJOY,
UH(POPMAILIMOHHbIE TEXHOJIOTUH, PErjJaMeHTbl M Hpouenypbsl cOopa, 00paOOTKH, XpaHEHUs
U niepefadu uHbopMaIuu;

- nHpOpPMaLMOHHAs MHQPPACTPYKTYypa, BKJIIOYAIOLIAsi CHUCTEMbl 00pabOTKH,
XpaHeHHs M aHanu3a MH(OpMaIMM, TEXHHUYECKHE U NPOrpaMMHBIE CpeICTBa ee 00padoTKH,

[IOKYMEHT MOAMMWUCAH 3/TEKTPOHHOM MOANUCHIO

roCYAAPCTBEHHOE BHODKETHOE AOLLUKOJIbHOE OBPA30OBATEJIbHOE 4)4.07.23 08:38 (MSK) CepTudumkat 0B4F6581133C54C268CDOE26826BBSEF
YUYPEXXAEHUE ﬂETCKVIVI CAl N2 74 KOMBUMHUPOBAHHOIO BUAA

BbIEOPICKOIO PAMOHA CAHKT-NETEPBYPTA, be3pyueHko ManvHa

[MuTpueBHa, 3aBeaytoLimni




nepefayd W OTOOpaKeHHWs, B TOM 4YHCIIe KaHalbl HWH(OpMAIMOHHOTO  OOMEHa
U TE€JICKOMMYHUKAIIHH;

- CUCTEMBI M CPEJCTBA 3allUThl HH(OPMAIIUU, OOBEKTHI U TIOMEIICHHUS], B KOTOPBIX
pa3MelieHbl XpaHUInIa UHPOPMAaILUH.

2.3  CyObekramu MH(OPMAIMOHHBIX OTHOIIECHUH npu UCIOJIb30BAaHU U
uHpopmarmonnbelx cucteM ['BJ/IOY, 3auHTepecoBaHHbIMH B oOecriedeHUH HH(OpMaMOHHON
0C30ITaCHOCTH, SIBJISTFOTCS:

- I'BAOY, kak CcoOOCTBEHHUK WH(OPMAIMOHHBIX PECYypCOB H  ONEpaTop
NEPCOHANIBHBIX JaHHBIX;

- pabotauku moxapaszaeneHuit ['BJIOY, kak monp3oBatenu W MOCTaBIIUKH
nH(pOopMauu B HHPOPMAIIHOHHBIE CUCTEMBI;

- opuanueckie U (U3NYECKUE JIMIA, CBEACHHUS O KOTOPBIX HAKAITUBAIOTCA,
XpaHATcs U 00pabaTsiBatoTes B nH(popmannoHHbIx cuctemax ['B/I0Y.

2.4 CyObexTsl HH()OPMAITMOHHBIX OTHOIIEHUH 3aMHTEPECOBAaHbI B 00ECIICYCHNN !

- KOH(HUICHIINATHLHOCTH OIpeIe]ICHHON YacTu NHPOpMAIIH;

- LIEJIOCTHOCTH UH(POpMAIIIH;

- CBOEBPEMEHHOTI'0 IOCTYNa K He00X0AUMOM UM HH(pOpMAINH;

- 3alUThl  OT HAaBA3BIBAHUA WM JIOKHOM (HEJOCTOBEPHOM, MCKa)KEHHOM)
nHpopmanuu;

- pasrpaHMyYCHHsT OTBETCTBEHHOCTH 32 HApPYLICHHs 3aKOHHBIX IpaB (MHTEPECOB)
Ipyrux cyObeKTOB WH(GOPMALMOHHBIX OTHOIIEHWH M YCTAaHOBIEHHBIX MpPaBWJI OOpaIIeHUS
¢ UH(popMaluei;

- BO3MOXXHOCTH OCYILECTBJICHHUS HETIPEPHIBHOTO KOHTPOJIS U YIIPaBJICHUS
rpoieccamu 00pabOTKH U repeaaun HHPOpMaInu;

- 3alUThl COOTBETCTBYIOIIEH YacT HH(OpMAIIMU OT HE3aKOHHOT O
€e TUPaXUPOBAHUS U PACIIPOCTPAHECHUSI.

25  Jlns moctukeHus 1enei 3aiuThl U 00eclieYeH s YKa3aHHbIX CBOMCTB
nH(popmaiuu, cuctema obdecreuenus napopmannonHoi 6e3omacaoctu 'bJIOY nomkna
obecrieunBaTh pelIeHUe CASAYIOMUX 3a0a4:

2.5.1 3ammTy OT BMENIATENbCTBA B MpoIecC (PYHKITMOHUPOBAHUS HHGOPMAITMOHHBIX
CHUCTEM IOCTOPOHHUX JIMI (BO3MOYXXHOCTh HCIOJIB30BaHUsI CUCTEMBI U JOCTYIl K €€ pecypcam
JIOJKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIE TI0JIb30BATEIN ).

2.5.2 PazrpanuyeHue JOCTyNa 3aperMCTPUPOBAHHBIX IOJI30BATENEH K alapaTHbIM,
MpPOrpaMMHBIM W WH(GOPMAIMOHHBIM pecypcaM HWH(GOPMALMOHHBIX CHCTEM (BO3MOXKHOCTh
JOCTya TOJBKO K TEM pecypcaM W BBIIOJHEHHS TOJBKO TEX ONepaluidl C HUMH, KOTOpbHIE
HE00XO0MMbI KOHKPETHBIM MOJIB30BATENSIM ISl BBITOJTHEHUSI CBOUX CITY>KEOHBIX 00sS3aHHOCTEH).

2.5.3 Peructpamuio W TEPUOJMYECKUH  KOHTPOJIb  JICHCTBHH  TOJB30BaTElNEH
IpU UCIOJIb30BAaHUM 3aAIIMIIAEMBIX PECYpCOB M MEPUOJUUYECKUI KOHTPOJIb KOPPEKTHOCTH
UX NEUCTBUI.

2.5.4 KoHTponb 1enocTHOCTH (oOecriedeHne HEM3MEHHOCTH) CpENbl HCIOTHEHHS
IIPOrpaMM M €€ BOCCTAHOBJIEHHUE B CIy4ac HApyLLIECHUS.

255 3amury OT HECaHKIMOHMPOBAHHOW MOIM(MUKALMN U KOHTPOJIb IEIOCTHOCTH
ucnonszyembix B I'BJIOY mnporpamMmHBIX CpeICTB M JaHHBIX, a TaKkKe 3alluTy
OT HECaHKIMOHUPOBAHHOI'O BHEJJPEHUS BPEIOHOCHBIX IPOrPaMM.

2.5.6 3ammry wmHOpPMAIMU OTPaHUYCHHOTO JIOCTYyIMa, XPaHUMOH, 0OpabdaThIBaeMOit
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B ABP, 0T HECaHKIITMOHUPOBAHHOI'O PA3IJIAILICHUS WM UCKAKCHUS.

2.5.7 Oobecneuenue ayTeHTH(PHUKALUN I10JIb30BaTENEH, YYacCTBYIOIIHUX
B UHGOpPMAIIMOHHOM OOMeHe (TOATBEP)KACHHE MOMTMHHOCTH OTHPAaBUTENS M TONydaTes
nH(popMaIun), a TaKkKe onpeieleHre aBTopa Npy CO3JaHUK U MOIU(UKALUK HH(OPMaLIUH.

2.5.8 OobecnieueHre HCIPABHOCTH TPUMEHSIEMbIX B HH(POPMAIMOHHBIX CHCTEMax
I'BAOY cpencts 3amuThl HHGOPMAIHH.

2.5.9 CBoeBpeMEHHOE BBIBICHHE HCTOYHHKOB Yrpo3 O€30MacHOCTH HWH(OpMAIUH,
OPUYUH M YCIOBHUH, CIOCOOCTBYIOIIMX HAHECEHHIO YIiepOa 3aMHTEPECOBAHHBIM CYObEKTaM
MH(OPMaIMOHHBIX OTHOIICHHH, CO3[JaHNe MEXaHU3Ma ONEPATUBHOIO pearupoOBaHMs Ha YrpoO3bl
6e30rmacHOCTH HH(OPMALIUH.

2.5.10 Co3pmanue ycloBH#l Ui MUHHUMM3AaUA HAaHOCHUMOTO yiiepba HemnpaBOMEPHBIMU
NEUCTBHUSMH, OCTa0JeHHEe HETAaTUBHOIO BIMSHHUS W JIMKBUJAIMS TOCIECICTBUN HapyIICHUS
6e3onacHoctr napopmanuu B [BJIOY.

2.6  Pemenue Boinenepeunciennsix 3a1a4 B [ BJIOY ocymecrBusercs:

2.6.1 VYyeroMm BceX MOJUISKANIUX 3alTUTE HHPOPMAITMOHHBIX PECypCcoOB (KaHAJIOB CBSI3H,
anImapaTHbIX ¥ MPOrPaMMHBIX CPE/ICTB).

2.6.2 PernamenTanueil mporeccoB 00paOOTKM Momiexamield 3amure HH(popMaiu,
neiictBuii  pabornukoB ['BJIOY u mepcoHama, OCYIIECTBISIONIETO OOCTY)KMBaHUE H
MOJU(HKANIO TPOrPAMMHBIX W TEXHHYECKHX CpEACTB, Ha OCHOBE YTBEP)KICHHBIX
OpraHU3aI[MOHHO-PACTIOPSAUTEIBHBIX JIOKYMEHTOB o BOIIPOCaM obecriedeHus
nH(pOpMaIMOHHON 0€301TaCHOCTH.

2.6.3 Ha3znaueHueM ® TOATOTOBKOH pPa0OTHUKOB, OTBETCTBEHHBIX 3a OPraHU3AIHIO
U OCYILIECTBJICHHE MEPOIPHUATHI 1Mo oOecrieueHnto nHpopMamonHoii 6e3onacHoctu B I'B/I0Y.

2.6.4 Hanenenuem Ka)XII0r0 pabOTHHKA MUHAMAILEHO HEO0OXOIUMBIMU
JUIE  BBIIOJHEHHWS MM CBOMX  (DYHKIIMOHAJBHBIX  OOS3aHHOCTEH  TTOJIHOMOYHSMH
0 I0CTYIY K MH(POPMALMOHHBIM pecypcam.

2.6.5 3HaHuMeM H CTPOrHMM COOJIOJICHUEM BCEeMH pPaOOTHUKAMH, HCIOIb3YIOIIUMU
U OOCTYXHBAIOIIMMH aIllapaTHbIE M MPOrpaMMHBIE CPEICTBA, TPEOOBAHHMI OpraHW3alMOHHO-
pacropsiIUTENbHBIX JOKYMEHTOB 10 BOIpOcaM o0ecriedeHns HHPOPMALIMOHHONW O€30MacHOCTH.

2.6.6 IlepcoHanbHON OTBETCTBEHHOCTBIO 3a CBOHM JACWCTBHS KaXIOro pabOTHHKA,
YYaCTBYIOIIETO B  paMKaxX CBOMX (YHKIMOHAIbHBIX OO0sI3aHHOCTEH B  Ipoleccax
aBTOMATH3MPOBAHHOW 00pabOTKM WHGPOPMALMM W HMEIOMIEro JIOCTYyl K  pecypcam
UH(OPMAIIMOHHBIX CUCTEM.

2.6.7 Peanmuzamueil  TEXHOJNOTMYECKHUX  TPOIECCOB  00paboTkm  wmHMOpMarmm
C HCHOJBb30BAHUEM KOMILUIEKCOB OPIraHU3AIMOHHO-TEXHUYECKUX MeEp 3aIlUThl MPOrPaMMHOI0O
o0ecrieueHus, TeXHUYECKUX CPEJICTB U JIaHHBIX.

2.6.8 IlpunsatueM Mep Mo oOecredeHUI0 (QHU3UYECKOH IEITOCTHOCTH TEXHUYSCKUX
cpeAcTB MH(POPMAITMOHHBIX CUCTEM H MO KaHUEM HEOOXO0AUMOT0 YPOBHS 3AIIUIIICHH OCTH UX
KOMIIOHEHTOB.

2.6.9 Ucnonp3oBanneM (QHU3MUECKUX M TEXHUYECKUX (TIPOrpaMMHO-ANIIaPaTHBIX )
cpencts 3amuThl pecypcoB ['B/IOY u anmMuHucTpaTUBHON NOAAEPKKONU UX UCIOb30BaHUS.

2.6.10 KonTposmeM  coOnroeHHsT  TOJB30BATSISIMH  MH(GOPMAIIMOHHBIX  CHCTEM
TpeboBaHMi1 0 obecreueHnI0 NHHOPMAITOHHONW 0€30MaCHOCTH.

2.6.11 KOpuanueckorr 3amurord uHTepecoB ['BJIOY mpu B3aumozeictBuum ¢
IOPUANYECKUMU M (PU3MYECKUMU JMIIAMU OT TPOTHBOIPABHBIX M HECAHKIMOHUPOBAHHBIX
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JIEUCTBUI CO CTOPOHBI ITUX JIMII.

2.6.12 IlpoBenenuem anannsa 3(h(HEKTUBHOCTH MPUHATHIX MEP U MPUMEHSIEMBIX CPEJICTB
3aumTel  uHpopmauuu B ['BJIOY. Pazpaborkoit U peanuzanueidl  OpeaoXeHUH
no coBeprieHcTBoBannio C3U1 B 'BJIOY.

3 I[punuune! o6ecneyeHus ”HGOPMALMOHHOI 0€30MaCHOCTH

3.1 IIpuHIIUI 3aKOHHOCTH

3.1.1 TIlpu BHIOOpE 3aUIMTHBIX MEPOINPHITHH, PEATM3yeMBIX CHCTEMOW OOecCTIedeHHS
UH(POPMAITMOHHON O€30MAaCHOCTH, JOJKHO COOIOAThCS JEHCTBYIOIIEE 3aKOHOIaTeIbCTBO.

3.1.2 IlpuHATble Mephl 3aIIUTH HE JAODKHBI MPEMSATCTBOBATH JAOCTYNY K 3alllUIIAeMOMN
UH(pOpMAIIMU CO CTOPOHBI TOCYIAPCTBEHHBIX WM MPABOOXPAHUTEIBHBIX OPraHOB, €CIM TaKOU
JOCTYI HEOOXOMM B CIIydasix, IPEAYCMOTPEHHBIX 3aKOHOAATEIbCTBOM.

3.1.3 [IIporpammHO-TeXHHUYECKHE cpeAcTBa, nMpuMeHsembie B [’ B/IOY, momKHBI UMETh
COOTBETCTBYIOLIME JIMLEH3uH, opuuuansHo npuodperarbes ['BJOY y mnpencraButeneit
pa3paboTUYUKOB ITUX CPEJICTB.

3.2 IIpuHIIUI CHCTEMHOCTH

[Ipu noctpoenun cuctemsl obecrieueHuss THPOPMAMOHHON 0€30MacHOCTH HEOOXO0IMMO
IPUMEHSTh CUCTEMHBIM MOAX0/1, KOTOPBI MpeArnoiaracT B3auMOCBsI3b MPOIECCOB OPraHU3alluU
3amuThl nHpopManmoHubix pecypcoB ['BJIOY, cornacoBanHOe MpUMEHEHHE METOOB U CPEJICTB
3amuThl nHopManmoHHbIX pecypcoB ['B/I0VY.

3.3 IpuHIUN KOOpAUHAIIUM

3.3.1 [Ilpu opranuzarnuu AeHCTBUN MO obecrieueHn0 WH(POPMAIMOHHONW 0e30MmacHOCTH
pykoBoactBo I'BJIOY obecriednBaeT 4eTKyH B3aMMOCBS3b COOTBETCTBYIOUIMX CTPYKTYPHBIX
noJpa3eNeHu MeXy co0oil, ¢ MpeaCcTaBUTENIIMU CTOPOHHMX OpraHU3allMii, OKa3bIBAIOIIUX
yCIyTU B paMKax JOTOBOPHBIX 00s13aTENbCTB.

3.3.2 Ilpm TOCTPOSHWHW, BHEIPCHHH W OKCIUTyaTallHd CHUCTEMBI OOCCIICUCHHUS
uHpopMamoHHo  Oe3omacHocTH  pykoBoactBo ['B/IOY  obecmeunBaer ycnmoBus — Juis
s¢ddexTuBHON KOOpAWMHAIIMM ACHCTBHM BCeX JHI[, OOECIEeYMBAIOUINX HHPOPMAIIMOHHYIO
0€3011acHOCTb.

3.4  IlpuHOMN IPYKECTBEHHOCTH M MPOCTOTHI

3.4.1 Cucrema obecrieuenus nHpopManronHoit 6e3onacHoct B 'BJIOY dbopmupyercst
TakuM 00pa3oM, dYTOOBI caelaTh MAaKCUMAalbHO TMPO3PAYHBIMH JUISI  TOJBh30BaTeleH
uHpopmarmonnsix cucteM ['BJIOY npoueccsl ee HyHKIIMOHUPOBAHUS.

3.4.2 Cucrema obecnieueHuss uHpopmarmonHoir  Oe3omacHocTm B ['BJAOY
BBICTPAaUBAETCSl TaKUM OOpa3oM, 4YTOObI OrpaHUYEHUS OPTaHMU3AllMOHHOIO W TEXHUYECKOro
xapakrepa, Hajaraemble Ha coTpyaHukoB I'BJIOY B cBsA3M ¢ peanuzanuedl 3allUTHBIX MED,
CYIIECTBEHHO
HE 3aTPyIHsIIA paboTy ¢ pecypcamu uHpopMarmoHHbix cuctem ['BJIOY.

3.5  IIpyHOMN NPEeBEeHTHBHOCTH

Mepsi, npumensiembie 'BJIOY ¢ nenpro obecrieuenus nHGOpMaMOHHONW OE30IaCHOCTH,
JIOJKHBI HOCUTD YIIPEKIAIOIIHNM XapakTep U HE 10IyCKaTh peaIl3aliio COOTBETCTBYIOIIMX YTPO3
U aTakK.

3.6 IpuHIUN ONTUMAJIBHOCTH U MHOTOYPOBHEBOCTH

3.6.1 BpiOOp e€aMHBIX NTPOrPAMMHO-TEXHHUYECKUX CPEICTB C IEIBI0 COKPAIICHHUS
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pacxoJ0B Ha CO3/1aHUE U NMOAJAEPKKY (PYHKIIMOHUPOBAHUS KOMIIOHEHTOB CUCTEMbI 00€CIIEUEeHNUs
UH(POPMAITMOHHON O€30MaCHOCTH.

3.6.2 IlpuMeHeHHe pa3HOPOAHBIX MPOIPAMMHO-TEXHHYECKUX CPEACTB  3alllUThl,
C LENBI0 TMOCTPOSHHsS IEIOCTHON CHUCTeMBbI obOecrieueHus: MH(OpMAIMOHHON 0e301macHOCTH
U YCTPAHEHUSI BO3MOXHBIX ySI3BUMOCTEH.

3.6.3 Vcnonb3oBaHue AJsl CO3MaHUS pa3HbIX pyOexeil odecneueHrs MHGOPMAIIOHHOM
0€30IacHOCTH CPECTB, KOTOPhIE UMEIOT CXOXKHUE APYT ¢ APYroM (YHKIUHU, HO pa3padOTaHHbIE
Pa3NUYHBIMM TIPOM3BOIUTENSIMH M HMMEIOIIME PA3IMYHYI0 JIOTUKY TOCTPOCHHUS 3aIlUTHBIX
MEXaHH3MOB.

3.7  IIpuHIMI YKOHOMHMYECKOI 11eJIecO00Pa3ZHOCTH

3.7.1 OcymiecTBieHUE OIICHKH YPOBHS 3aTpaT Ha oOecrieueHne 0e30MacHOCTH, IICHHOCTH
MH(POPMAILIMOHHBIX PECYpPCOB M BEIMYMHBI Bo3MOkHoro ymep6a mnst I'BJIOY B cioydae
HapyIIeHUs KOHPHUICHIIMATHHOCTH, IIETIOCTHOCTH U JOCTYITHOCTH WH(OPMAIIMOHHBIX PECYPCOB.

3.7.2 BpiOop He00XOAMMOro W JOCTAaTOYHOTO YPOBHS 3aIIUTHI MH(POPMAIIMOHHBIX
pecypcoB, IPH KOTOPOM 3aTPaThl, PUCK U pa3Mep BO3MOKHOIO yIep0Oa SBISIOTCS MPUEMIIEMbIMH.

3.8  IIpuHIMN HeNMPEePHIBHOCTH M HEJOMYCTUMOCTH OTKPBITOI0 COCTOSTHUS

3.8.1 Cucrtema obecnieuenus: uHpopmanuonHoii OezomacHoctu B I'BJIOY crtpoutcs
TakuM 00pa3oM, 4ToObI Ipouecc 3auuThl HHPopMaunoHHbIX cucteM I'BJIOY ocymectBisics
HETIPEPHIBHO U IIEJICHANPABICHHO Ha MPOTSHKEHUH BCETO )KU3HEHHOT0 UKJIa HH()OPMAITHOHHBIX
CHCTEM.

3.8.2 Cucrema obecnieuenus nnopmannonHoii 6e3onacuoctd B ['BJIOY npu mo0bix
BO3HUKAIOIUX 00CTOSATENBCTBAX JINOO MOJIHOCTHIO BHIMOIHSIET CBOM (YHKIUH, TNOO MOTHOCTHIO
OJIOKUPYET TOCTYII.

3.9  IlpuHnun npodeccuoHaTU3MAa

3.9.1 TIlpuBnmedyenue s pa3pabOTKM ©  BHEIAPEHUS CHUCTEMBI  OOECIICUCHUS
UH(POPMAITMOHHON 0€30MacHOCTH, NMPU HEOOXOIUMOCTH, CIEIHATU3UPOBAHHBIX OpraHU3aLuH,
Han0oJsiee NOArOTOBJIEHHBIX K KOHKPETHOMY BUTY A€ATEIbHOCTH U UMEIOIUX COOTBETCTBYIOIIIE
JIMIICH3WX Ha BBITIOIIHEHHS paboT M MPAKTHUYECKHUI OTBIT B TAHHOK 00acTH.

3.9.2 Opranuzanus npodeccuoHaIbHOM MIOATOTOBKH CBOMX  paOOTHUKOB
JUIS KCITyaTallui KOMIIOHEHTOB CUCTEMbI 0OecrieueHusl HHPOPMaIMOHHON 0€30MacHOCTH.

3.10 TIpuHuun BHIOOPA pelieHuii 3alUThI

3.10.1 OpuenTanus Ha NPUMEHEHHE COBPEMEHHBIX BBHICOKOTEXHOJIOIMYHBIX PEIICHHM
U MPOrPaMMHO-TEXHUUYECKHX CPEACTB 3aIMUThI, XOPOIIO 3apEKOMEHI0BABIINX Ce0s, HHTYUTHBHO
MIOHSITHBIX U HE CIIOKHBIX B OKCIUTYaTaIlHH.

3.10.2 Wcnonb30BaHME  OIEHKH  CTENIEHW  KOPPEKTHOCTH  (PYHKIIMOHUPOBAHMS
U UCIOJIHEHMs 3allUTHBIX (YHKUUH, OTKAa30yCTOMYMBOCTH, IPOBEPKH COIJIaCOBAaHHOCTH
KOH(HUTYpanuy pa3InIHbIX KOMIIOHEHTOB U BO3MOXKHOCTH OCYIIECTBIICHHS IICHTPATH30BaHHOTO
aJIMUHUCTPUPOBAHUS TIPU BBIOOPE PELICHUH MO 3aIIUTE HHPOPMAIIMOHHBIX CUCTEM.

3.11 IIpuHuHN pa3BuTHs

3.11.1PazButne M OOHOBJIIEHHE HA PETYISIPHOH OCHOBE CYHIECTBYIOIIEH CHCTEMBI
obecrnieueHus: HHGOPMAITMOHHON 6€30MaCHOCTH.

3.11.2 OpueHTanusi Ha TPEEMCTBEHHOCTh IPHUHATHIX paHEE pEIICHUH 110 3alluTe,
Ha aHaM3 (YHKIIMOHHPOBAHUS HH(POPMAIIMOHHBIX CHUCTEM M CaMOW CHUCTEMBI OOeCTICUCHHSI
UH(POPMALTMOHHON O€30MaCHOCTH.
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3.12 IlpuHIUN MEePCOHAILHOI OTBETCTBEHHOCTH M pa3/ieleHusI 00A3aHHOCTEH

3.12.1 PykoBonctBo ['BJIOY ompenenser mnpaBa ©  OTBETCTBEHHOCTh Ka)JIOrO
KOHKPETHOro paboTHHMKa (B Tpeaenax ero AOKHOCTHBIX O0sS3aHHOCTEW) 3a obecreyeHue
6e3omacHocTy nH(popManoHHbIX pecypcoB 'BJIOY.

3.12.2 Cucrtema obecneuenusi nHpopmannonnoii 6ezomacuoctu I'B/I0OY obecneunBaer
pazzeneHue MOTHOMOYMI B MH(POPMAIIMOHHBIX CHCTEMaX, OO0s3aHHOCTEH U OTBETCTBEHHOCTH
MEXJy paOOTHHUKAaMH, HCKIIOYAOLIee BO3MOKHOCTh HApYIIEHHS] KPUTUYECKU BAXKHBIX IS
I'BAOY mnpolieccoB WK CO3/IaHUS ySI3BUMOCTEH B 3aIIUTE HHPOPMAIIMOHHBIX PECYPCOB.

3.13 IIpuHIUN MUHUMHU3AIUU NPUBUJIETH MOJIb30BaTe el

ObecrieyeHre  MOJB30BATENCH  MPUBMUIIETUSMU  MUHUMAQJIBHO  JIOCTAaTOYHBIMHU
Ut BeIMoTHeHusI My cBonx ¢GyHKIui B I'BJIOY, B COOTBETCTBUU CO CBOMMH JOKHOCTHBIMU
00513aHHOCTSIMHU.

4 30HBI OTBETCTBEHHOCTH YYACTHUKOB Npomecca odecnevyeHuss ”HGOPMAIUOHHOM
0e30macHOCTH

4.1 PykoBoactreo I'BAOY

411 Coszpaer ycnoBusi, NpH KOTOpbIX Kaxaelii paGorHuk ['BJIOY 3Haer cBou
0053aHHOCTH W 33/1a4d B OTHOUICHUM MH(OPMAIIMOHHBIX PECYPCOB M OOECleYMBaeT HaJIUUUe
HEOOXOIUMOro paszjeneHuss (YHKIMM M TOJTHOMOUMH B LEJNAX HENOMYIIEHUS KOH(IUKTa
UHTEPECOB.

4.1.2Ha3nayaer paOOTHUKOB, OTBETCTBEHHBIX 3a co3faHMe W wucnonb3oBanue C3U,
nHopmaruu  obpabareiBaemori B ['BJIOY, peamuzamuio mporeccoB  oOecriedeHUs
MH(OPMAIIMOHHOI 0€30I1aCHOCTH, a TAK)KE UX KOHTPOJIS.

4.1.3 OO6ecneunBaeT JOCTATOYHYIO YMCICHHOCTh M KBaIM(UKALKIO TEepcoHana,
OTBETCTBEHHOr'0 3a IOCTPOECHUE M IOJJIepKaHHe IpoLeccoB olecrneueHuss UH(OpMaImOHHON
Oe3onacHocTH, BHenpeHue u ympasieHne C3U, a Takke KOHTPOJIb M MOHHUTOPHUHT TEKYIIETO
COCTOSIHUS CUCTEMBI oOecrieueHust nHpopmarmonHoi 6e3onacuoctu ['BAOY.

4.1.4 VHuiuupyer, OCYLIECTBISAET MOJAEPKKY M KOHTPOJIMPYET BBINOJIHEHHE BCEX
npolieccoB obecrneueHust tHGpopmanonHoi 6e3omacHoctr B 'BIOY.

415 Awnamusupyer pe3ynbTaThl paboT 1o  oOecreueHHI0  MH(OPMAIMOHHOM
0€30IaCHOCTH M Ha UX OCHOBE NPUHHMAET PELICHHs O HEOOXOJUMOCTH PA3BUTHUS CHUCTEMBI
obecriedeHnsT WHQPOPMAIMOHHOW OE30MacCHOCTH, €€ pa3BHTHS, O BO3MOXKHOCTH TIPUHSTHS
OCTaTOYHBIX PUCKOB MH(OPMAIIMOHHOW 0€30MacHOCTH, O BBIACICHUU PECYPCOB, HEOOXOAMMBIX
s peanu3anuu [lonutuky nHGOpMaIMOHHON 0€3011aCHOCTH.

4.2  KomnerenTHbie noapasaenenus '1OY

4.2.1 TloaroraBnuBaiOT NpemAoxkeHus mo popadborke Ilomutuku wHOOPMALMOHHOM
0€30MacHOCTH B YaCTH TEXHUYECKOro obecrieueHus nHpopMmarmonHbix cucteM ['BJI0OY.

4.2.2 PazpabatpiBaloT mporneaypsl 3(QQPEKTHBHOTO  YIPaBICHHUS TEXHHUUYECKUMH
U MIPOrpaMMHBIMU CpPEACTBaMH HMH(OPMALMOHHBIX CHCTEM U NMPUMEHSIOT UX B MPAKTHUYECKOU
JIEATEeIIbHOCTH B OTHOIIIEHUHU BCEX CUCTEM, AeicTBytomux B ['BIOY.

4.2.3 Opranu3yoT IpoBeIeHNEe HEOOX0IUMOT0 HHCTPYKTaXKa paOOTHHKOB CTPYKTYPHBIX
HoJpa3IeNICHUH B YaCTH BOIIPOCOB OE30MACHOM IKCIITyaTallui HHPOPMAITMOHHBIX CUCTEM.

4.2.4 OO6ecnednBarOT 3alUTy JOCTyNa KO BCEMY CEPBEPHOMY U KOMMYTALMOHHOMY
000pYAOBaHUIO, HOCUTENSIM HH(OPMAIMH, KOTOPHIE HWCIOIB3YIOTCSI B COOTBETCTBYIOIIMX
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CTPYKTYPHBIX MOAPa3AeICHUSIX.

4.25 OcymecTBIsSIOT MEPONPUATHS 10 MOAICPKKE COMPOBOKICHUSI U UCIIOIB30BAHUS
UH(POPMALIMOHHBIX CUCTEM.

4.2.6 OO0ecreurBarOT 0TKa30yCTOMYNBOCTH BCETO IMTPOrPAMMHO-AIITAPATHOT'0 KOMITJIEKCa
U TPOLEAYpY pPErIaMEHTHPOBAHHOI'O BOCCTAHOBIIEHHUS pPaOOTOCHOCOOHOCTH TIOCIIE OTKAa30B
KOMITOHEHTOB.

4.2.7 PerymsapHO OOHOBISIIOT NMPOTPAMMHBIE W IPOrPAMMHO-AINIAPATHBIE KOMIUIEKCHI
C3U B I'BAOY.

4.2.8 OcymecTBISIOT MNOAAEPXKKY (DYHKIMOHHUPOBAHUA HMH(POPMALUOHHBIX CHCTEM
U TPUHUMAIOT HEOOXOAMMbIE MEphl IO KOH(DUTYPUPOBAHUIO CHUCTEM Ui OOECIEeYEHHS
HeoOXoauMoro ypoBHs uHpopmaronHoi 6ezonacHoctu I'BJIOY.

4.2.9 KoHTponupyloT pabOTOCIIOCOOHOCTh YCTPOMCTB OecriepeOoiHOr0 MUTaHUS
kputHuHbIX 111 [ BJIOY nHdopManmoHHbIX cUCTEM.

4.2.10 OGecnieunBalOT (PU3MUECKYIO 3AIIUTYy TOMEIIEHHH, B KOTOPBIX pPacIoiararoTcs
kputnuHble 1 ' BIOY undopmarmonHbie CUCTEMBI.

4.2.11 OGecnieunBalOT COMPOBOXKICHUE YCTPOHCTB KOHTPOJS JIOCTYIIa B TIOMEIICHHS
ABP.

4.2.12 O6ecneunBaroT 3amuty HH(popManuoHHbX pecypcoB I'BJIOY or ciydaiiHoro
WA HAMEPEHHOTO YHUUITO)KCHUS, NCKAKCHHUS, pa3TIIalICHusI.

4.2.13 KOHTpONHMPYIOT BBHIMOJIHEHUE YCTaHOBJICHHBIX MPAaBHJI U MPOLEAyp oOecreyeHus
nHpopmarmonHoi 6ezonacuoctu B '6JIOY.

4.3  PyxoBoauTesu CTPYKTYpPHBIX noapazaenenuii 'BJIOY

4.3.1 OO6s3anbl coOM0AaTh TPeOOBAaHUS ASHCTBYIOLIETO 3aKOHOIaTeNbCTBa Poccuiickoit
Oenepanun 1 BHyTpeHHHX AokymeHToB ['BJIOY B wactm obecnedeHuss mHGOpMAIIMOHHON
0e301acHOCTH.

4.3.2 OO0ecneuynBalOT KOHTPOJb 3a COONIOJEHHEM HOPM U TpaBHJ OOECIICUCHUS
UH(POPMALIMOHHOW O€30IaCHOCTH B CBOEM CTPYKTYPHOM IOJPA3JEIIEHUHd U UHPOPMUPYIOT
KOMITIETEHTHOE TIOJpa3JeliecHue O JIIOOBIX TOJO3PUTENBHBIX COOBITHSX WM HapyIICHHIX
JEWCTBYIONINX IpaBuiI obecriedyeHust HHQOpMaLlMOHHON 0€30MacHOCTH.

4.3.3 OO0becrieunBarOT COOTBETCTBUE JCUCTBUN paOOTHHKOB mojpa3aencHus [lomutuke
MH(OPMAIIMOHHON  0€30MacHOCTH, BHYTPEHHUM  JIOKYMEHTaM [0  HMH(QOPMAIMOHHOM
Oe3omacHOCTH M JIOOBIM JApYrMM pacnopsbkeHusiMm pykoBoiactBa ['BJIOY mo Bompocam
nH(pOpMaIMOHHON 0€30MTaCHOCTH.

4.3.4 Oprasu3yoT IpoBeJIeHUE HEOOXOMMOr0 HHCTPYKTaXKa 10 BOIIPOCAM BBITTOIHEHHS
npaBwil  MHPOPMANMOHHOW O€30MAaCHOCTH [Jii BCEX pPa0OTHUKOB CBOET'O CTPYKTYPHOTO
HOpa3IeICHHUSL.

4.3.5 KoHTpOIHpYIOT BHIIOIHEHNE PAOOTHUKAMH B CBOEM CTPYKTYPHOM TOIPa3 ICICHUH
YCTAQHOBJICHHBIX TPABWJI B IENAX obOecrieueHUs: (PU3NUECKOW OE30MaCHOCTH KOMIBIOTEPHOIO
000pyAOBaHUs M HOcuTeNel nH(opMaIy.

4.3.6 CoeBpeMEeHHO MHPOPMHUPYIOT PYKOBOJICTBO O BCEX BBISBICHHBIX COOSIX B paboTe
UH(POPMALIMOHHBIX CUCTEM.

4.3.7 KoHTponmupyrT J0CTYyn K HEoOXOIUMBIM HWH(DOPMAIMOHHBIMH pecypcam
pabOTHHUKOB CBOETO CTPYKTYPHOTO IOJPA3JCIICHUS B COOTBETCTBHHM C IOTPEOHOCTHIO
B IIpezieiax CIyKeOHBIX 00sI3aHHOCTEH.
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4.4  Pa6ornuxku I'BIOY

441 CobOmomaroTr u BRIMONHSIOT TpeOoBanus [lomutukn  wHOOPMAMOHHON
0€30MMacHOCTH, COOTBETCTBYIOLIUX JOKAaIbHBIX akToB, AokymMeHToB ['B/IOY mo Bompocam
H(}OpMaAIIMOHHOI 0€30acHOCTH.

4.4.2 CobmromaroT KOHQUIACHIMATHLHOCTh JTaHHBIX, JOCTYI K KOTOPBIM OBUT WUMH
MOJTy4eH.

4.4.3 Oob6ecrieunBaroT GU3MYECKYIO 0€30ITaCHOCTh BCETO TEXHUIESCKOT0 000pYI0BaHUS 1
HOCHUTeNel nHpOopMalnH, UCTIOIb3YEMbIX B paboTe.

444 He  [fomyckaloT  CaMOBOJBHOIO  TOJKIIOYEHUS M HUCIHOJIb30BAHUS
B aBTOMAaTH3MPOBAHHOM HMH(OPMALMOHHON CHCTEME JIMYHOI'O KOMIIBIOTEPHOTO U LIM(PPOBOTO
000pyaOBaHUs, a TAKKE HOCUTENEeH HH(OPMAIIHH.

445 He pomyckaloT CaMOBOJIBHYIO YCTaHOBKY MPOTPaMMHOIO  OOECIeYeHHs
Ha KOMITbIOTEPHI, BXOSALINE B COCTaB HHPOPMAIITMOHHON CHCTEMBI.

4.4.6 CBoeBpeMEHHO  HMH(QOPMUPYIOT  PYKOBOAWTENSE  CBOETO  CTPYKTYPHOTO
NoJpa3AeNieHNs] O BCEX Ciyyasx HapylleHus WH(OPMAIMOHHOW O0€30MacHOCTH M O BCEX
BBISIBJICHHBIX COOSIX B paboTe MpOrpaMMHBIX U IPOTrPaMMHO-aNapaTHBIX CPECTB.

4.4.7 TlposBISIOT OCMOTPUTENBHOCTD B OTHOLIECHHUH JIIOOBIX JAEUCTBUIl, KOTOPBIE MOTYT
MOBJIEYb 32 COOOW CHMKEHHE YPOBHS MH(POPMAIIMOHHOIN 0€301acHOCTH.

45  CropoHHHe (pu3HYeCKHE U IOPHIMYECKHE JINLA

CoOmoatoT U BBIMOMHAIOT TpeboBanus [lonmnTukn uHPOpMAMOHHON 06€30MacHOCTH,
COOTBETCTBYIOIIMX JIOKAJIbHBIX akTOB M JokymeHToB ['BJIOY wu npyrux pacnopsxeHuit
PYKOBOJICTBAa MO BONpocaM HH(OPMAIMOHHON O€30MacHOCTH HPHU HCIOJHEHUHU JIOTOBOPHBIX
00513aTeNbCTB

5 OcHoBHbIe TpeOoOBaHus N0 3a1IMTEe HHPOPMALMH OTPAHUYEHHOI 0 10CTyNA

5.1  OOmmue TpedGoBaHus

5.1.1 BTIBAOY Heobxomumo coOmronaTh pexuM 0€30MacHOCTH, MpeaycMaTpUBaIOLIHA
peanu3alnio OpraHU3alMOHHO-TEXHHUUYECKUX MEPONPUATUH, HaIpaBlIEHHBIX Ha oOecreueHue
KOH(pHUIEHIIMATBbHOCTH HWH(OPMAIMK, JOCTYl K KOTOPOM OrpaHHYE€H B COOTBETCTBUHU
¢ TpeboBaHUsAMU 3aKoHOAaTeNbCTBa Poccuiickoit denepanum.

5.1.2 BTIBAOY ocymectrusiercs 00paboTKa U XpaHeHHEe HHGOPMAIIUH OTPAaHHYCHHOTO
noctyna (DocTynm K KOTOpOM oOrpaHuueH (enepaibHBIMA 3aKOHAMHU H  CIY)KeOHOM
HEO0OXOJIMMOCTHIO).

5.1.3 B I'BJIOY nomxkeHn ObITh pa3paboTaH IepedeHb HWHOOPMAIMH OTPAHHYCHHOTO
JOCTYTIA.

5.14 TBAOY, «kak obnamarens  WHPOPMALMU  OTPAHUYCHHOTO  JIOCTYIIA,
IIPU OCYIIECTBICHUU CBOUX MpaB 00s3aHa:

- cOOJTI0IaTh TIpaBa M 3aKOHHBIE MHTEPECHI MHBIX JIUIL;

- MPUHUMATh MEPBI 10 3alUTe HH(OpPMAIINH;

- OrpaHUYUBATH JOCTYN K MHGOpPMAIUH, €ClIM Takas O0sS3aHHOCTh YCTaHOBIJIEHA
dbenepanbHBIMU 3aKOHAMM.

5.1.5 T'BJAOY, kak obnazatens HH(OpMAIMM OrPAaHUYEHHOTO JIOCTYIA, €CIU HHOE
HE MpeayCcMOTpeHo (heepaabHbIMU 3aKOHAMU, BIIPABE:

- paspemniath WM OrpaHUYMBATH JTOCTYN K HH(OpMAIMH, ONPEICTSATh MOPSIOK
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U YCIIOBMSI TAaKOr'O JJOCTYIA;

- WCIONb30BaTh MH(POPMALMIO, B TOM YHCIE pPACIpPOCTPAHATH €€, IO CBOEMY
YCMOTPEHHIO;

- nepeaBaTh MH(OPMALIKIO IPYrUM JIMIIAM Ha YCTAaHOBJIEHHOM 3aKOHOM OCHOBAaHMH;

- 3alIMIIATh YCTAHOBJIEHHBIMH 33aKOHOM CIIOCOOaMHM CBOM TIpaBa B cliydae
HE3aKOHHOTO MOJy4YeHHs HH(OPMALIUU HII €€ HE3aKOHHOT'O UCII0Ib30BAHNS HHBIMU JIULIAMU;

- OCYILIECTBIISITh MHBIE NEMCTBUS ¢ MHPOpMAaLMEe UM pa3peniaTh OCYIECTBICHUE
TaKUX JEHCTBUH, €CIU 3TU JEHCTBUS HE MPOTHUBOpeuaT (enepalbHbIM 3aKOHAM M JIPYTUM
HOPMAaTUBHO-TIPAaBOBBIM aKTaM PETyJISTOPOB.

5.1.6 T'BHOY, sBusisice obnanaTeneM HHPOPMALIUN OTPAHUYCHHOT O JIOCTYIIA, B CITYJasiX,
YCTaHOBJICHHBIX 3aKOHOJATeTLCTBOM P®D, 00s13aHa 00eCIeUnTh:

- npenorspamienne HCJ[ k wuHbopmanuum u (Wwin) mepegayd ee  JMLam,
HE UMEIOIINM ITpaBa Ha JOCTYI K HH(OpMalHH;

- cBoeBpeMeHHoe oOHapyxkenue ¢pakroB HC/I x undopmarum;

- HeJIONYIEHHE BO3AEHCTBHS HAa TEXHUYECKHE CpeicTBAa 00paboTK UH(OpMAINH, B
pe3ysbTaTe KOTOpPOro Hapymaercs ux pyHKIMOHUPOBAHUE;

- BO3MO)KHOCTh peraaMeHTUPOBaHHOTO BOCCTaHOBJICHUS uHpOpMaIuy,
MOJU(PUIMPOBAHHON MM YHUUTOXXEHHOM BCJIEICTBUE HECAHKIIMOHUPOBAHHOI'O AOCTYNA K HEH;

- MIOCTOSTHHBIA KOHTPOJIb 32 00€CIIeYeHNEM YPOBHS 3alllUIIEHHOCTH HH(OpMAIIH.

5.1.7 3ammra mHGOpPMALMU OrPAaHHMUYEHHOIO JOCTYMA MPEACTAaBIsAET COOOH MpPUHATHE
IIPAaBOBBIX, OPraHU3ALMOHHBIX U TEXHUUYECKUX MEp, HAllpaBJIEHHBIX Ha:

- coOmoieHre KOHGUACHINATbHOCTH HHPOpMaLUK (MCKII0YEHNE HEMPAaBOMEPHOIO
JOCTYIa, KOMUPOBAHUS, PEIOCTABICHUS WIIM PaclipoCTpaHeHHs HHPOPMALIUK);

- obecriedeHne LEIOCTHOCTH HMHPOpMauu  (UCKIIOYEHHE HENpPaBOMEPHOTrO
YHUUTOKEHUS WIM MOAU(DUIIMPOBaHUS UHPOPMALIUHN);

- peanu3aluio mpaBa Ha JOCTYH K HH(pOpManuu (MCKIOYEHHE HEMpPaBOMEPHOIO
0JIOKMpOBaHUS HHPOPMAITHN).

5.2  Opranuszanus 3ammThl KOHGUAEHIHAILHON HHpOpMann

5.2.1 Ilpu opranmzamuu B I'BJIOY 3ammrhl mHbOpMauu OrpaHUYEHHOTO JIOCTYIIA,
HEOOXOJMMO PYKOBOJICTBOBaThCsA TpeOoBaHusmu DeaepanbHoro 3akoHa ot 27.07.2006
Ne 149-03 «O6 wHpopmanuu, WHOOPMALMOHHBIX TEXHOJIOTHUSAX U O 3alIUTe HWHPOPMAITUN»
u @enepanpHoro 3akoHa or 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX AAHHBIX», KOTOpBIE
PEryIMpYIOT OTHOILEHHS, CBA3aHHBIE C YCTAaHOBJICHUEM, U3MEHEHUEM U MTPEKpallleHueM pexXruMa
00paloTKH 3aIuIaeMoi nHOpMaLUu.

5.22 B TBJAOY HeobxoauMo coOMIONaTh PEXUM 3alIMThl  KOH(DUICHIHATHHOM
nHpopmaruu (manee — KN):

- orpannyenue aocryna k KW, myrem ycTaHOBIIEHUS MOpsAIKa OOpaIleHus! ¢ 3TON
UH(pOpMaIE U KOHTPOJISA 32 COONIIOIEHUEM TaKOro MOPs/IKa;

- yder Jul, nonyuuBmux goctyn Kk KW, u (nam) auu, KoTopsIM Takas MH(GopMarus
ObL1a MTpe1oCTaBICHA WIH NIepe/laHa;

- peryliupoBaHWe OTHOIICHWUH 10 wucmonb3oBannio KU, ¢ paborHukamu
Ha OCHOBAaHUU TPYAOBBIX JOIOBOPOB M KOHTPAareéHTaMHM Ha OCHOBAHUHU I'Pa)JaHCKO-TPaBOBBIX
JIOTOBOPOB;

- HCIIOJIb30BAaHUE MaTepualbHbIX HOcUTenel, copepkammx KM B coorBercTBUM
C YTBEP:KJICHHBIM MOPSAIKOM, UCKJIFOYAIOIIUM HECAHKLIIMOHUPOBAHHbIIN TOCTYI K HUM.
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5.2.3 Jlna obecnevenus 3amutel KM I'B/IOY BIpaBe mpUMEHSATh CPEICTBA U METOJIBI
TEXHUUYECKOM 3allUThI, NPEANPUHUMATh JPYrUe, HE MPOTUBOpEUAIlUE 3aKOHOAATENLCTBY PD,
MEpBI.

5.2.4 B nensax oxpansl KW, B paMKkax TpyIOBBIX OTHOIICHUH HEOOXOAUMO:

- O3HAaKOMHTbH O]l PACHHUCKy paOOTHUKOB, JocTyn KoTtopbix kK KW, HeoOxommm
JUIS BBITIOJIHEHUSI UMHU CBOUX CIYKEOHBIX 00s3aHHOCTEH, ¢ nmepeuneM KU, 1 yCcTaHOBJICHHBIM B
I'BAOY pexumom 3ammtel KU, a Takxke MepaMu OTBETCTBEHHOCTH 3a €r0 HapyIIECHUE;

- co3ziaTh pabOTHUKAM HEOOXOAMMBIE YCIOBUS JJS COOJIIOJICHHS] YCTaHOBICHHOTO
pexkruma 3aiutsl KU.

5.2.5 Pab6orauku I'BIOY, o0s3anbl BIIONHATH ycTaHoBIeHHBIH B ['B/IOY pexum
samutel KW, He pasrmamare wHpopMaruio, cocrapisiomyro KU, u He HCIOIb30BaTh 3Ty
uH(pOpMaIHIO
B JIMYHBIX LEJSIX.

5.3  Oco0eHHOCTH 3aLHUTHI NEPCOHAIBHBIX JAHHBIX

5.3.1 Ilpm oprammzanuu B ['BJIOY 3amuThl mepcoHaIbHBIX JaHHBIX HEOOXOAMMO
pyKOBOZACTBOBaThCs TpeboBaHusiMu DexaepanbHoro 3akoHa ot 27.07.2006 Nel52-®3
«O TepcoHaJBHBIX JAaHHBIX», KOTOPBIA PEryIupyeT OTHOIICHHUS, CBSi3aHHBIE ¢ 00pabOTKOM
U XpaHEHHWEM I[IePCOHANbHBIX MJAHHBIX TpaXIaH M OIpeaeiseT TpeOOBaHUS IO 3alluTe
UX KOH(UIEHIIHNATBHOCTH.

5.3.2 T'BJOY camoCTOSTENBHO OIpENeNsieT COCTaB M IepedyeHb Mep, HEOOXOIUMBIX
U JIOCTaTOYHBIX Ui OOECHEeYeHHUs BBIMOJIHEHHUS OOS3aHHOCTEH, MPEAyCMOTPEHHBIX
®enepanbHbiM 3akoHOM OT 27.07.2006 Nel52-@3 «O mnepcoHadbHBIX JAHHBIX» U NMPUHATHIMU
B COOTBETCTBUM C HUM HOPMAaTHUBHBIMHM IIPABOBBIMHM aKTaMH, €CIM MHOE HE NPETyCMOTPEHO
®enepanbHbM 3aKkoHOM OT 27.07.2006 Nel52-®3 «O mepcOHaIbHBIX JaHHBIX» WU JPYTrUMH
dbenepanbHBIMU 3aKOHAMM.

5.3.3 Ilepeuenr Mep, BbIIOJIHEHHE KOTOpbIX obOecneunBaer ['BJIOY B kauecTBe
oreparopa nepcoHaIbHBIX TAHHBIX, TOJKEH BKIIOYATh:

- HazHauenne B ['B/IOY orBercTBeHHOro 3a oOpraHu3anuil  00paboOTKU
NEPCOHAIBHBIX JIAHHBIX;

- m3naanue ['BJIOY noKkyMEHTOB, OMNpPEAENAIOUIMX €€ MOJIUTUKY B OTHOIICHUU
00pa0OTKH MEepPCOHANbHBIX JaHHBIX, JIOKAJIbHBIX aKTOB 110 BOIpOcaM 00paOOTKH MEPCOH alIbHBIX
JAHHBIX, a TaKXE JIOKAJIbHBIX AaKTOB, YCTaHAaBJIMBAIOUIMX IPOLEAYphl, HAIpPaBICHHbBIE
Ha MpeJ0TBpAIEHIE U BhISIBICHNUE HApYyIIeHHH 3akoHoAaTenscTBa PD, ycTpanenue nociencTBuit
TaKUX HApYyILICHU;

- MIPUMEHEHHE MTPABOBBIX, OPraHU3ALMOHHBIX M TEXHUYECKHX Mep M0 00eCIIeUCHHIO
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX B COOTBETCTBHM CO cTaTheil 19 depepanbHOro 3akoHa
ot 27.07.2006 Nel152-®3 «O nepcoHaabHBIX JaHHBIX Y,

- OLIEHKY Bpe€Aa, KOTOpPbIi MOXXET OBITh NPUYMHEH CYOBEKTaM IepCOHAIbHBIX
JaHHBIX B chaydae HapymeHuss DenepanbHoro 3akoHa ot 27.07.2006 Nel52-®3
«O mepcoHAIbHBIX JaHHBIX», COOTHOUIEHHE YKa3aHHOIO Bpela M NMPUHUMAEMbBIX ONEPATOPOM
Mep, HaNpaBJICHHBIX Ha O0ECleYeHUE BBIMOJIHEHUS O00S3aHHOCTEH, NPEAYCMOTPEHHBIX
®enepanbHbIM 3aKkoHOM OT 27.07.2006 Nel52-D3 «O nepcoHanbHbIX JaHHBIX);

- o3HakomsieHue pabotHukoB ['BJIOY, HemocpeaCTBEHHO OCYILIECTBISIOMIMX
00paboOTKy NEpCOHATBHBIX JAHHBIX, C MOJOXKEHUSAMH 3aKOHOAATeNbcTBa PD 0 mepcoHanbHBIX
JMaHHBIX, B TOM 4YHCIIe TpeOOBaHMSIMM K 3alIUTE MEPCOHANBHBIX [aHHBIX, JOKYMEHTaMH,
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onpenenstomuMu  onutuky ['BJIOY B oTHomeHuun o00paOOTKHM TNEPCOHAIBHBIX JIaHHBIX,
JOKaJIbHBIMM aKTaMH 110 BOIpocaM OOpa0OTKM NEPCOHAIBHBIX JaHHBIX © O0YyYeHHE,
pu HEOOXOIMMOCTH, YKa3aHHBIX pAOOTHUKOB.

534 TBJOY mnpu o00paboTKe TMEpPCOHATBHBIX HaHHBIX 00s3aHAa TMPUHUMATH
HEOOXOMMBIE TPABOBbIC, OPTraHU3AI[MOHHBIE W TEXHUYECKHME MEphl MM 00ecreumBaTh HX
NPUHATHE
JUIS 3aIMTHl MEPCOHANBHBIX JAaHHBIX OT HEMPABOMEPHOI0 WMJIM CIy4ailHOro JOCTyna K HUM,
YHUUTOXKEHUS, U3MCHECHHUSI, OJIOKHMPOBaHUS, KOMUPOBAHUS, MPEAOCTABICHHUS, PACTIPOCTPAHEHUS
NEPCOHAJBHBIX JAHHBIX, @ TaKK€ OT WHBIX HENPAaBOMEPHBIX JEUCTBUII B OTHOIICHUHU
MEePCOHATBHBIX JTAHHBIX.

5.3.5 Oobecnevenne 6€30MACHOCTH MTEPCOHATBHBIX JAHHBIX JJOCTHTAETCS, B YaCTHOCTH:

- OlpeleNIeHueM Yrpo3 M HapymuTeneil 0e30macHOCTH MEPCOHATBHBIX JaHHBIX
pu UX 00paboTKe B MH(POPMAITMOHHBIX CUCTEMAX MEpCOHATbHBIX JaHHBIX (Hanee — UCIInH);

- npoBenenueM knaccupukarmu MCIIJIH B cooTBeTcTBHM ¢ TpeOOBAHUAMHU
[TocranoBnenus IIpaBurensctBa P® or 01.11.2012 Ne 1119 «O6 yrBepkaeHUN TpeOOBaHUM
K 3al[UTe TEepPCOHAJIBHBIX JaHHBIX TpH HUX 00paboTke B WH()OPMAIMOHHBIX CHCTEMax
MEePCOHAIBHBIX JJAHHBIX», U OllpeJesieHreM Kiacca 3amuieHnoct st UCIH;

- NPUMEHEHHEM OpraHU3allMOHHBIX M TEXHUYECKUX Mep MO0 O0EeCIeuyeHuto
0e30MacHOCTH TEPCOHAIBHBIX JaHHbIX mnpu wux obOpadorke B HWCIIAH, HE0OX0mTUMBIX
JUIS BBITIOTHEHUS TpPeOOBaHM K 3alllUTe NEPCOHAIBHBIX JaHHBIX, HCIIOIHEHUE KOTOPBIX
o0ecrieurBaeT BbIOpaHHbIC YPOBHU 3AIIUILIEHHOCTH MEPCOHATBHBIX JaHHbIX;

- MPUMEHEHUEM MPOIICAUINX B YCTAaHOBJICHHOM IMOPSAIKE MPOLEAYpP OLIEHKH
COOTBETCTBUSI CPEJCTB 3aIIUTHI HH(OpMAIINH;

- OLIeHKON 3((PEeKTUBHOCTH MPUHUMAEMBIX Mep Mo obecredeHuio 0e30macHOCTH
MepPCOHANBHBIX JJAHHBIX /10 BBOAA B dKcruTyartanuio UCITH;

- y4€TOM MAIIMHHBIX HOCUTENEH MepCOHANbHBIX JAHHBIX;

- obHapyxenuneMm (aktoB HCJI k mepcoHalIbHBIM TaHHBIM U IPUHSATUEM MED;

- BOCCTAHOBJIEHHEM MepPCOHAIbHBIX JTaHHBIX, MOAU(PUITIPOBAHHBIX
i yauuToxkeHHbIx Beseactsue HCJ k HuwM;

- YCTaHOBJICHHEM IMPaBWJI JIOCTyNa K MEPCOHAIbHBIM JaHHBIM, 00pabaThIBa€MbIM
B UCII/IH, a Takke oOecrieueHHEM perucTpaluyd U y4yeTa BCEX JEHCTBUH, COBEpIIAEMBIX
¢ nepcoHanbHbIMU AaHHbIMU B UCIT/]H;

- KOHTPOJIEM 3a TpPUHHMaeMbIMH MepamMH 10 olecreueHuto 0e30macHOCTH
MepPCOHABHBIX JaHHBIX U ypoBHs 3amumerHoctd UCIx.

5.3.6 Pab6ornuku I'B/IOY nomxHbI ObITH O3HAKOMIICHBI O]l POCIHUCH C JOKYMEHTaMH
ABP, ycTanaBnuBarommumMu nopsaaok o0paboTKu MepcoHalbHbBIX JaHHBIX, a TaKKe 00 WX MpaBax,
00513aHHOCTSIX U OTBETCTBEHHOCTH.

6 OcHoBHbIe TPeOoBaHus K MpoueccaM odecniedyeHUss HHPOPMAIMOHHOM
0e30macHOCTH

6.1 O0mue MoI0KeHH

Metonudeckoe pPYKOBOACTBO, pa3pabOTKy KOHKPETHBIX TpPeOOBaHUN IO 3aluTe
uHGOPMAIUH, COTJIaCcOBaHKME BHIOOpA CPEACTB BHIYHMCIMTEIBHOM TEXHUKH U CBA3H, TEXHUYECKUX
U TPOTrPaMMHBIX CPEJICTB 3alllUThI, OPTraHU3AI[MI0 pPabOT IO BBIABJICHHUIO BO3MOXKHOCTCH
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U TpeAyNpexACHUIO YTEUYKW M HapyLIEeHUs LEJOCTHOCTU 3alluiaeMoi uHbopManuu
OCYILIECTBIISIOT KOMIIETEHTHBIE noapasaenenus I'b/I0VY.

6.2  ®dusnyeckas 6e30MaCHOCTH U 0€30MACHOCTH HAa padoueM MecTe

6.2.1 Cucrema 3amuthl 3manuii U nomemeHuid ['BIOY, 00ObEKTOB M TEXHHUYECKHX
cpeactB uHpopmannonubix cucteM ['bJIOY obGecrieunBaeT BHIMOIHEHUE CIEAYIOUINX (YHKINNA:

- pasrpanudeHue noctymna paborHukoB B momenienus ['BJIOY B coorBercTBUU
C VX TIOJTHOMOYHSIMH U (DYHKITHOHAITLHBIMH OOSI3aHHOCTSMU;

- peructpanuio (GakToB BXoAa paOOTHUKOB B MOMEUICHHS C TOBBIIICHHBIMH
TpeOOBaHUSAMH K PEXKUMY UX MOCEIIEeHUs (CEpBEpHbIE TOMEIIEHUS, APXHUBBI U T.11.);

- peructpanuio (akToB BXoja moctopoHHux juil B 3nanus 'OV,

- IPEIOTBpAIIEHUE JOCTyla MOCTOPOHHMX JIMI] B IOMELIEHMS, TI€ pa3MELICHbI
anmnapaTHbIE U CETEBbIE PeCypChl HH(POPMAIIMOHHBIX CUCTEM;

- pa3peluTeNnbHbIl  peXUM BHOCA/BbIHOCA  (BBO3a/BbIB0O3a) KOMIIBIOTEPHOIO
000pyAOBaHUs, CPEJCTB 3AMUCH U XpaHEHHs HH(OPMALIUH.

6.2.2 OmnpexnensieTcss nepeyeHb TEXHUYECKHX CPEICTB, HAXOIIIIMXCS B CHEIHATbHBIX
KOHTPOJIMPYEMBIX 30HaX.

6.2.3 K TexHMUECKMM CpeACTBaM, KOTOpbIE BBIACISAIOTCS B  CIIEHUAIBHBIC
KOHTPOJIMPYEMbIE 30HbI HEOOXOAUMO OTHECTH CIIEYIOIIHNE TPYIIIbl PECYPCOB:

- OCHOBHBIC MH(OPMAIMOHHBIE CEPBEPHI M CPEACTBA BBHIYHCIUTEIBHOW TEXHUKH,
Ha KOTOPBIX OCYIIECTBIsieTcss 00paboTka W XpaHeHHe UWHQPOPMAIMM OrpaHHMYCHHOI'O
pacrnpocTpaHeHHUs;

- ceTeBoe O0OpYAOBaHME W CEpPBEpHI, obOecmeunBarommye padoTy KPUTHUUECKUX
CHUCTEM;

- (aitioBbie cepBepbl, Ha KOTOPBIX XPAHATCS TaHHBIE, B TOM YHCIIE PE3EPBHBIE;

- kputuunbie st gestensbHoct ['BJIOY  cuctemMbl M KOMMYHUKAIMOHHOE
obopynoBanue, obecrneunBaroiiee BHemHue kommyHukanuu ['B/I0Y.

6.2.4 KouTponupyemble 30HbI 3aIIUIIAIOTCS COOTBETCTBYIOIIMMH CUCTEMaMU KOHTPOJIS
U yIIpaBJIEHUS JOCTYIIOM, 00OecreunBas JOCTYI TOJIbKO aBTOPU30BAaHHOMY MIEPCOHAITY.

6.2.5 JlocTynm B KOHTPOJIHpPYEMbIE 30HBI CTOPOHHUX JIMIl WM MPEICTaBUTENEH IPYyrux
OpraHu3aIil BO3MOXKEH TOJIBKO B COMPOBOXKACHUH YITOTHOMOYeHHOT0 paboTHuka ['BJIOY.

6.2.6 PasmemeHwe u OKCIUTyaTtanusi pa0OYMX CTAHIHWKA, CEPBEPOB M CETEBOTO
obopynoBanusi [ BZIOY ocymecTBisercs B MOMENEHUSIX, 000py/JOBaHHBIX 3aMKaMH, CPEJICTBAMU
CUTHaNMM3alluld © (IpU  HEOOXOAMMOCTH) TIOCTOSHHO HAXOMNALIUXCA TOJ  OXpaHOoM
IV HAOJIIOIEHUEM.

6.2.7 Pa3memnieHre TEXHHYECKUX CpPEACTB BBIBOAA M OTOOpakeHUs HH(popMaruu
B nomeweHuax ['BJIOY mpousBomautcs ¢ y4eToM MCKIIOYEHUS BO3MOXXHOCTH BH3YalbHOI'O
pocMoTpa MHPOpPMAIMK TOCTOPOHHUMH JIMIIAMUA U TIEPCOHAJIOM, HE JOMYIIEHHBIM K palote
C naHHOM nH(pOpMaIuen.

6.2.8 Paborauku ['BJIOY Ha MOMEHT CBOETrO OTCYTCTBHS Ha paboueM MecTe OOsS3aHbI
UCKJIIOYUTh BO3MOXKHOCTh Halu4Msi Ha pabodyeM CTole JIOKYMEHTOB MWJIM HOCHUTEJEH
¢ 3amumiaemMon nHpopMarue.

6.2.9 Texuuueckue cpeicTBa U 00OpYyIOBaHUE JOKHBI Pa3MEIIAaThCS U XPAHUTHCS
TaKUM 00pa3oM, YTOOBI COKPATUTh BO3MOXKHBIH PHCK €ro TIOBPEXKICHUS U yrpo3bl
HECaHKLMOHUPOBAHHOI'O JIOCTYIIA.

6.2.10 ITomemenuss I'BAOY nomkHBl OBITH 000PYIOBAaHBI JETEKTOPAMH OTHS U JbIMA,
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OIHETYIIUTENSIMH, CUCTEMaMH KOHJIUIIMOHUPOBAHUS BO3/1yXa, CPEACTBAMH OXPaHHO-II0XKapHOH
CHTHAJIM3ALUH.

6.2.11 OcHoBHOe TexHuueckoe obOopynoBanue ['BIOY nmomkHO OBITH 3alUIIEHO
OT Tepe0oeB B MoJadye AIEKTPOIHEPTUU ITyTEM MOJKIIOYCHHUS K DIIEKTPOCETH C MPUMEHEHHEM
UCTOYHHUKOB OecriepeboitHoro muranus. McTtouHukn OecriepeOOHHOro MUTaHUS HEOOXOIUMO
pETyJIsIpHO TECTUPOBATh U MPOBEPATHh YNOIHOMOYEHHbIM paboTtHUKam ['B/IOY B coorBeTcTBUM
C PEKOMEHIAIUSMH TTPOU3BONUTEIS.

6.2.12 Ilonb30BaTeNM MOPTATUBHBIX TEXHUYECKUX CPENCTB HE JOJDKHBI OCTaBIIATH
TEeXHUYECKOoe 000py10BaHUE U HOCUTENIN UHPOPMALUU 6€3 TPUCMOTPA.

6.2.13 IlopraTBHBIE TEXHUYECKHE CPEICTBA HE JOIDKHBI OCTAaBAaTHCS 3a TpeieiamMH
KoHTponupyemoit 30HbI ['BJIOY nonbie, vem Toro TpedyeT ciy:keOHass HeOOXOAUMOCTh, €CITU
MHOE He omnpeneneHo pykosoacrsoM ['BIOY.

6.3  be3onmacHocTb mpu padoTe ¢ HOCUTe MU MHpOpMaUH

6.3.1 B ABP pomxHbl cOOM0aThCs Mephl 1o Oe30macHoi padoTe C 3JIEKTPOHHBIMHU
HOCUTEISIMM HMH(QOPMAIMU C LEJIbI0 KOHTPOJS HUX MCIONB30BaHUA, Ul TPelOTBpaIlEeHUs
HECaHKIIMOHWPOBAHHOTO KOITMPOBAHMS M pas3rJallleHus 3alluiaeMoil nH(OpMaIiy, BHECEHUS
U3MEHEHUH WM YHMUYTOXKEHHUS YyKa3aHHOM HMH(QOpMaIMM, a TakkKe BHECCHHMS W3MEHEHMH
B pabOTy MH(POPMALIMOHHBIX CUCTEM.

6.3.2 Pabornuku ['6/IOY m0omKHBI HCIIOIB30BATh AJIEKTPOHHBIE HOCUTENN HH(DOpMAITHH
TOJBKO JJIsl BBHIMOJIHEHUS CBOMUX CIY)XEOHBIX OOsi3aHHOCTEW. Vcronp30BaHHME 3JEKTPOHHBIX
Hocutener nadopmanuu B '6/IOY B MHBIX LENSIX CTPOTO 3aMpeiieHo.

6.3.3 Omnekrponnsie Hocutenu nHpopmanmu B ['BJIOY MOmWKHBI OBITH YYTEHBI ITyTEM
IPUCBOCHUS KaKJOMY HOCUTEIIO HHBEHTAPU3AL[MIOHHOIO HOMEpa ¥ Ha3HAUYEHUS BJIAEIbIIA.

6.3.4 DneKTpoHHBIE HOCHTEIM HH(GOpMAlMM [JOKHBl XPAaHUTbCS B IOMEUICHUSX,
uckmoyaromux noinydenue Kk HuM HCJI, mpu 3ToM A0mkeH ObITh 00ecriedyeH KOHTPOJIb JOCTYyTa
K HOCUTEJISIM.

6.3.5 [l KOHTpOJSA NPOLIECCOB UCHOIb30BAHUS M XPAHEHHs JEKTPOHHBIX HOCHUTENEH
uH(pOpMaIUH T0JKEH ObITh pa3paboTaH MOPSIOK IIAHOBOM MHBEHTApU3aLUK HOCUTEINEH.

6.3.6 B cimyuyae Kpaku WJIM TOTEpU SJEKTPOHHBIX HOCUTENEH MH(OpMAIMM, a Takke
UHBIX WHIMJIEHTOB, KOTOPbIE MOTYT NPUBECTH K DPA3MNIALICHHIO 3alMIaeMod HH(opMaluu,
JIOJKHBI TIPOBOJIUTHCS. MEPOTIPUATHS IO PACCIIEIOBAHUIO YKa3aHHBIX HHIIUJCHTOB.

6.3.7 Ilpu CHATHUHM DIEKTPOHHOTO HOCUTEIS MH(POPMAILIUHU C IKCIITyaTallud, BCe JaHHbIE,
XpaHsIIUecs Ha HEM, 10JKHBI ObITh TaPAaHTUPOBAHHO CTEPTHI.

6.3.8 Ilpum yrwim3anuu dJICKTPOHHBIX HOCHUTENCH WHPOpMAMK JOMKHA OBITh
obecrieyeHa HeBO3MO)KHOCTh BOCCTAHOBJICHHUS 3aITUCAHHON HA HUX MH(OpMAIIUH.

6.3.9 ®akr yHHUYTOKEHHS WHGOpPMAMK W YTHIH3AIMU HOCHTENII WH(opMauu
¢dukcupyeTcsi B COOTBETCTBHH C MOPAIKOM, ycTaHoBJIeHHBIM B ['B/10VY.

6.4  Texnuueckoe o0cay:KUBaHUE 000PYI0BAHUSA

6.4.1 Texaudeckue cpencrba Bcex cucteM ' BJIOY momkHBI MPOXOIUTH HA PETYISPHON
OCHOBE CEpPBHCHOE OOCIYy)KHBAaHHE B COOTBETCTBUU C PEKOMEHJIAIUSMH IPOU3BOAUTENCH
000pyIOBaHUSI.

6.4.2 PeMOHT W cepBUCHOE OOCITY)KHMBAaHHE OOOPYAOBAHUS IOKHBI BBITOTHATHCS
TOJIBKO KBAJTH(UIIMPOBAHHBIM TIEPCOHAIIOM.

6.4.3 Texuuueckoe oOCITy)XMBaHHE  OOOPYIOBAaHUS U  CUCTEM  CTOPOHHUMH
OpraHu3alis MM HE JODKHO TPUBOAUTH K PHUCKY HapyleHUs KOHQUAECHIUAIbHOCTH
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3ammuInaeMon nHpopmaum.

6.5 B3aumopeiicTBHE ¢ TPeTbUMH JIHLIAMH

B nensax obGecneuenus uHpopmarmonHoii 6e3onacHoctu ['BJIOY nmpu B3aumozeiicTBun
C TPETHUMHU JIUIIAMH JOJDKHBI BBITOIHATHCS CIIETYIOIINE MEPOIPUSTHS:

- 3aKITIOYECHUE COTJIAICHHSI O Hepa3TilalleHny KOH(pUIeHIaTbHON nH(popManuu;

- KOHTPOJIIb 32 JEHUCTBUSAMH TPETHHUX JIHII;

- B JIOTOBOpax C TPETbUMHU JULIaMH NpeycmaTtpuBath paso ['6/I0Y Ha npoBeneHne
ayauTa odecriedeHus: 6e30IMacHOCTH TOM HH(OpMAINH, KOTOpas IepeIaeTCsi TPETHUM JTUIIaM.

6.6 AHTUBHpYCHAs 3alI[UTA

6.6.1 B nemsax nmpenynpexaeHus, OOHAPYKEHHUS U YCTPaHEHHsI BPEIOHOCHBIX POTrpaMM
B ABP Ha noCTOsSIHHOI OCHOBE JIOJKHBI UCIIOJIB30BATHCS CPEICTBA AHTUBUPYCHOM 3AIIIUTHI.

6.6.2 OO0s3aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIO JIOJDKHA TOAJEXaTh  Jr00as
nHpopMmanus (TexcToBble (ailnbl 100bIX (GopmaroB, (ailabl JAHHBIX, UCHOJIHSEMBIE (Daiiibl),
nojy4yaemasi U IepejgaBaeMas IO TEJIEKOMMYHUKAIIMOHHBIM KaHajaM, a Takke HWH(popMaius,
XpaHuMasi Ha MOKITI0YaeMbIX CheMHBIX HOCUTEISX, MPU HEMOCPEICTBEHHOM OOpaIIeHU! K HEel.

6.6.3 [Ipu ycTaHOBKE MPOrpaMMHOT0 00ECTIEYeHHS Ha CEPBEPHI MH(POPMAIIMOHHBIX CHCTEM
I'BAOY unu ux 0OHOBIEHUHU JIOJKHA ABTOMATUYECKU BBITTOIHATHCS MIPEABApPUTENIbHAS IPOBEPKA
JAHHOTO MPOrPaMMHOrO OOecre4YeHHus Ha OTCYTCTBHE BPEJAOHOCHOTO IPOrpaMMHOTO
obecrieueHusl.

6.6.4 CurnatypHbie 6a3bl BPeJJOHOCHOTO MPOrPaMMHOI0 00ECIICUEeHUsI U aHTUBUPYCHBIC
CpeICTBa 3aIIMUTHI IOJKHBI PETYIAPHO OOHOBIISATHCS.

6.6.5 ITonp3oBarenu uHpOpMaoHHbIX cucteM ' BJIOY He TomKHBI UMETh BO3MOKHOCTh
MOJYYEHHUs JOCTyNa K KOH(PUTYpAIlMi aHTHBUPYCHOTO CPEJICTBA 3AIIUTHI MIIA €r0 OTKITIOUCHHS.

6.6.6 B I'b/IOY HeobxonuMo onpenenuTh Mponeaypy sl 00pabOTKU U BOCCTAHOBJICHUS
WHQUIMPOBAHHBIX TaHHBIX U OTCIE)KWBAHUE HCTOUYHUKA 3apaKECHUSI.

6.7 KoHTposb A0cTyNa K HHPOPMALMOHHBIM CHCTEMAM

6.7.1 Bee padotnuku ['BZIOY, nonymieHHsie k padoTe ¢ HHGOPMAIMOHHBIMU CHCTEMaMH,
HECYT TMEPCOHAIbHYIO OTBETCTBEHHOCTb 3a HApyUIEHUS YCTAHOBJIIEHHOTO MOpsJKa 00paboTKu
uHpOpMaLlMK,  TpaBUI  XPaHEHUs,  MCIONb30BAaHUS W TEpeAadd,  HaXOISIIUXCS
B X PaCOpPSKEHUH 3alUIIAaEMBIX PECYPCOB CHCTEMBI.

6.7.2 YpoBeHb MOJTHOMOYHI TT0Ib30BaTelIs B nH(popmanuonHoi cucreme I'BJIOY nomken
OIPENENATECS B COOTBETCTBUM C €r0 JIOJDKHOCTHBIMHM OOS3aHHOCTSIMHU M IPOM3BOCTBEHHOU
HE00XOJMIMOCTBIO.

6.7.3 Hoctyn mnomnb3oBareneid Kk wuHpopmanuoHHeiM cuctemam ['BJIOY  momken
KOHTPOJHMPOBATHCS aIMUHUCTPATOPOM CHUCTEMBI.

6.7.4 OcymiecTBIeHHE PETYISIPHOTO KOHTPOJISI BBIIOJHEHUS TOMUTUK U HWHBIX
JIOKYMEHTOB, Kacaroluxcs periaMeHTanuu ponycka padoraukos I'BJIO0Y k nunpopmannoHHbIM
CHCTEMaM.

6.8 UnenTudukanusi u ayreHTH UK

6.8.1 [loctyn monp3oBaresieil K MHPOPMAIMOHHBIM CHCTEMaM JIOJDKEH MPEI0CTaBISThCS
TOJABKO IOCJE YCICIIHOrO 3aBEpLICHHs MPOUEAYp HWIACHTU(UKAIMK, ayTeHTH(PHUKALUN
Y aBTOPU3ALIUU.

6.8.2 [lomyuenne moap30BaTeIeM UMEHH B CUCTEME U TTApOIbHON HH(POpMAINH, KOTOPHIE
o0ecreunBalOT JOCTYI IONB30BATeIsl K pecypcaM CHCTEMbI, JOJDKHO OCYLIECTBISATHCS
IO MPEACTABIECHUIO PYKOBOIUTENEH CTPYKTYPHBIX MOpa3aesieHuH.
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6.9 be3onacHOCTb NapoJis

6.9.1 C wmenpto ob0ecriedeHUs 3alIMTHl OT HECAHKIIMOHMPOBAHHOI'O  JIOCTYIIA
K HWHPOPMAIIMOHHBIM CHCTEMaM YCTaHAaBJIMBAIOTCS TpeOOBaHMS K BBIOOPY MapOIbHOM
nHpopMaluu, o6ecreynBaroIUe T0CTAaTOYHYIO CTENEHb CTOMKOCTH Maposiei.

6.9.2 Jlnsa obecrnieueHrss KOHQUICHIIMATLHOCTH MAPOIbHON WH(OPMAIUU TIOTH30BATEIIIO
3ampeniaeTcss XpaHuTh 3HAUEHUS CBOMX Mapojeil Ha OyMa>KHOM HOCUTENE B OTKPBITOM BHJIE
1 B CBOOOJTHOM JIOCTYTIE.

6.9.3 Jlns obecrieuenust KOHPHUIESHIIMATLHOCTH MapOIbHON MH(POPMAIIUH TIOIH30BATENISM
3ampeniaercs nepeaaBaTh 3HaU€HUs CBOMX Maposiei TPETbUM JIHIaM.

6.9.4 Tlpu BBOME Mapoiis MOJIB30BATEIIEM JIIS JOCTYNa K HH(MOPMAIMOHHON cHCTEeMe
I'BAOY nomxHO UCKITIOYAThCSI 0OTOOpakeHHUEe MapoabHOW WH(OpMAIIMU HA YKpPaHE MOHHUTOPA B
OTKPBITOM BUJIE.

6.9.5 IIpoueypa cmeHs! maponsHON HHpOopManuu B nHGopmanmoHHbIX cuctemax [ BJIOY
JIOJKHA TTPOBOJIUTHCS HA PETYISIPHON OCHOBE.

6.10 PerucTpamus coobITHIi

OcymiecTBi€HHEe PEruCcCTpallii  COOBITUM  O€30MacHOCTH Ha BCEX KOMITOHEHTax
nHpopmannonnbix cucreM ['B/IOY, B koTopeix 00pabaThiBaeTCsl, XpaHUTCA WIH IO CPEICTBAM
KOTOPBIX MepeaaeTcs 3amuiiaemas nHGopMalus.

6.11 Ucnoan3oBanune CK3U

6.11.1 Pemenune o0 wucnonp3zoBanun CK3UM B wuHTepecax 3amuThl COOCTBEHHBIX
MH(OPMAIMOHHBIX  pecypcoB mpuHuUMaeTcs pykoBoactBoM ['BJIOY B  coorBercTBUU
C 3aKOHOAATENBCTBOM Pocculickoit @enepanuu.

6.11.2 Ilpu skcrutyaranuun CK3U u xmoueBoit nadopmamuu Bce corpyauuku ['BJIOY
JIOJKHBI BBITIONHATH TPeOOBaHMS HOPMATHUBHBIX MPAaBOBBIX aKTOB, M3/1aBaeMbIX (eepatbHbIM
OpraHOM HCIOJHUTEIHLHOM BIACTH B 00JIacTH o0ecrieueHus: 6e3onacHocTH, JokymeHToB ['6/I0Y
nmo obecneduenuro Oe3omacHoctn wucnonb3oBanus CK3M, a Takke JKCIUTyaTallMOHHOM
JokymeHTauu npousBoaurens CK3U.

6.12 Be3onacHocTh HH(POPMAIMOHHOM CeTH

6.12.1 VYcraHoBlNeHHME  HAMJIEKAIIETO0 KOHTPOJIS B  OTHOUICHWH  JIOKAJIbHOM
BBIYHMCIIUTEIILHONM CETH M BCEX BHEIIHMX HHGOpMAaMOHHBIX KomMMyHHKamwii ['BJIOY mis
oOecrieueHusl 3alUThl JaHHBIX U 3a1uThl nHGopMarnoHHbix cucreM I'BJIOY ot HC/I.

6.12.2 JlomxHbI OBITH OINpE/eNeHBl eI UCTIONb30BaHus ceTh VHTepHeT u TpeOoBaHUS
K Tpoleaype HCHoiab30BaHUs pecypcoB cetn HHrepHer. Mcmonb3oBanue cetu HHTepHer
PpabOTHUKOB B JIMYHBIX LIEJSAX JOJHKHO OBITH CTPOrO 3alpeLeHO.

6.12.3 Jloctyn K HMH(QOPMAIMOHHBIM CEpBUCaM ceTH VIHTEpHET NpemaocTaBiseTcs
pabotaukam ['BJIOY Tonbko B ciydae Mpou3BOIACTBEHHON HEOOXOIUMOCTH.

6.12.4 TlogxmroueHne K ceTd VIHTepHET MJODKHO  OCYIIECTBIATHCS — TOJIBKO
MIPU OPTAaHU3AIMH 3aIIUTHl COSTUHEHHS MyTeM YCTAaHOBKH MD U clelUalbHBIX TPOrPaAMMHBIX
CPEJICTB 3aIIMTHI.

6.12.5 Pa3pemmrenbHble TONMTUKKA JOCTyma B VIHTEpHET MOIKHBI TEXHUYECKH
peaTn30BhIBATHCA CHEIMATN3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeyEHUEM.

6.12.6 KoHTponbs HCMONB30BaHMS pPAaOOTHUKAMHU PecypcoB ceTu HMHTepHET moimkeH
OCYIIECTBISITHCS YIIOJIHOMOYEHHBIMU Pa0OTHUKAMH Ha IIOCTOSTHHON OCHOBE.

6.13 Ucnosb30BaHue KOPIOPATHBHOM 3J1eKTPOHHOM MOYTHI

6.13.1 Cucrema KOpIOpaTUBHOM AJIEKTPOHHOM MOUYTHI TOJDKHA HcToNb3oBaThes B ['BJIOY
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C LEJIbI0 OpraHu3aluu OoOMeHa JIEKTPOHHBIMU COOOIIEHUSMH MEXTy PaOOTHUKaMHM, a TaKxkKe
Mexny paboraukamu ['BIOY u BHemHUMEU aOOHEHTaMHU.

6.13.2 B I'B/IOY nomkHBl OBITH YETKO OMpEIeTeHBbl TPeOOBAHMS K HCIIONb30BAHHIO
CHUCTEMBI KOPIOPATUBHOM 3JIEKTPOHHOMW MOYTHI.

6.13.3 IlpemocraBieHne U TpeKpamieHHe J0CTyna K pecypcaM KOpIOpaTHBHOM
3JIEKTPOHHOM MOYTHI JJOJKHO OCYILECTBIIATHCS TOJIBKO Ha OCHOBE OOPMIICHHOM 3asiBKH.

6.13.4 B I'B/IOY n0o/mkHO OBITH YCTAHOBIICHO CHEIHATLHOE MPOrpaMMHOE 0OeCIIeueHHE,
OCYIIECTBIISIIOIIEE KOHTPOJIb BCEX BXOMANIMX COOOIIEHWH Ha HAIWYHE BPEJIOHOCHOTO
IIPOrpaMMHOTr0 00ecreueHHs.

6.13.5 B I'BJIOY nomkHBI OBITH NPEIyCMOTPEHBI MEXAHHM3MBI ApXUBHPOBAHUS H
PE3epBHOr0 KOMMPOBAHUS KOPIIOPATUBHOM AJIEKTPOHHOM MOYTHI B aBTOMATUYECKOM PEXUME.

6.14 Pe3epBHOe KOMUPOBAHHME U BOCCTAHOBJIEHHE JAHHBIX

6.14.1 OcymecTBiIeHUE PE3EPBHOTO KOMUPOBAHMUS IS

- (hailIoBBIX CEpBEPOB M CEPBEPOB NMPUIIOKEHUH, KPUTUYHBIX UIS JIESTEIBHOCTH
I'10Y;

- OIIEPALlMOHHBIX CUCTEM (halJIOBBIX CEPBEPOB U MPHUKIIAJAHBIX IPOrPaMM;

— NPUWIOKEHUN, KpUTUYHBIX 151 aesitenbHocTr ['BIOY;

- pabouMXx JaHHBIX.

6.14.2 YactoTa M pexXuM pPe3epBHOrO KOMHUPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM,
YTOOBI 00€CIIEUNTh MUHUMAIbHYIO IOTEPIO JAHHBIX U JIOIYCTUMOE BPEMsI BOCCTAaHOBJICHHUS.

6.14.3 Pe3epBHOE KOTMPOBAHKWE W BOCCTAHOBIIEHUE PECYPCOB MH(POPMAMOHHBIX CUCTEM
ABP n0mKkHBI IPOBOAUTH yIIoNHOMOUEHHbIE paboTHUKY ['BJIOY.

6.14.4 Pe3epBHOE KONUPOBAHHUE JOJDKHO OCYILECTBIISITHCA B aBTOMATHUYECKOM DPEXHME
C MPUMEHEHUEM CIEeIHATH3UPOBAHHOTO MTPOTPAMMHO-AIAPATHOT'0 KOMILJIEKCA.

7 OcHoBHBIE TPeOOBaHNS K MPOIECCaM YNPaBJIeHUs] HH(POPMAIHOHHOM
0€30IMaCHOCTLIO

7.1 YnpasJiieHue puCKaMu

7.1.1 Bpibop TpeboBaHuii 1m0 HMHPOPMAIIMOHHONW O€30MACHOCTH U  3AILUTHBIX
MEXaHU3MOB, IPUMEHSIEMBIX B CUCTEME MH(DOPMAIIMOHHON O€30MaCHOCTH, TOXKEH OCHOBBIBATHCSI
Ha TPOBEJICHUN aHAJIM3a PHCKOB HApYIICHUS OCHOBHBIX CBOMCTB 0€30MACHOCTH /ISl Haubosee
KPUTUYHBIX HH(POpMaLMOHHBIX pecypcoB ['BJIOVY.

7.1.2 OCHOBOI OIICHKH PUCKOB JIOJDKHA OBITh OIlEHKA YCIIOBUH M (aKTOPOB, KOTOPHIE
MOI'yT CTaTb MPUYMHOM HapyIIEHHs CBOMCTB  ILIEJIOCTHOCTH, KOH(PHIEHIUAIbHOCTH
U JIOCTYITHOCTH JUIsl pecypcoB uH(popmarmonHoi cucrems! ['BJIOY.

7.1.3 Pe3ynbraTroM TIPOBEACHHUS aHaIM3a PHUCKOB JOJDKEH OBITh KOMIUIEKC MeEp,
HAIpPaBJIEHHBIX HA CHUKEHHWE BO3MOKHOI'O HEraTHBHOI'O BIIMSHUS HAa OCHOBHYIO JE€STENBbHOCTD
ABP npu peanuszauuu TOH MM MHOW yrpo3bl, U OOECHEUYMBAIONIIUX JOCTaTOYHBIH YPOBEHb
3amuIeHHocTH nHpopManroHHbIX cuctem 'BJIOY.

7.2  YnpaBiieHUe HHIMJIEHTAMH HH(POPMALMOHHOI 0€30MaCHOCTH

7.2.11ns obecneyenuss 3()(HEeKTUBHOrO paspeuieHus HHLUUICHTOB HH()OpMAIOHHON
o6ezonacHoctn B ['BJIOY, MuHMMH3AIMU TIOTEpb M YMEHBIICHHS PHUCKA BO3HUKHOBECHHS
MOBTOPHBIX HWHIMICHTOB JIOJDKHO OCYIIECTBIATHCS 3((eKkTuBHOE ynpaBieHHE HHIWICHTAMH
uH(HOPMAITMOHHON 06€30MacHOCTH.
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7.2.2]1n yrnpaBiaeHUS WHIUIACHTaAMHA HH()OPMAIMOHHOW O€30IMaCHOCTH JIOJDKHA OBITh
CO3JIaHa CHCTEMa ydeTa MPOU3OMIEAIINX HHIIMIECHTOB, KOTOPAask MPECTaBIsIeT COO0N KOMIIEKC
CpPE/CTB U MEPOIPUATHH JUTsl cOOpa U KOHCOMUAAIUU HH(popMaIuu 00 HHIIUICHTAX.

7.2.3 B OTHOHmICHWHM KaXIOr0 IPOU3OMICANICTO HWHIMICHTA JOJKCH BBITIOTHATHCS
€ro aHanu3 u pa3paborka 3(H(HEKTUBHBIX MEp pearupoOBaHUs HA TAHHBIA UHIIUCHT.

7.3 ~ MOHUTOPHHI TEKYIIEero ypoBHsi HH(pOPMAIHOHHOI 0€30MaCHOCTH

7.3.1 Jlns obecnieueHUs BBICOKOI'O YPOBHS KOHTPOJS B OTHOUIEHUH CHCTEMBI
obecrieuenuss mHpopmanmonHor Oe3onmacHocth B ['BJIOY Ha mOCTOSHHOM OCHOBE TOJDKEH
IPOBOJIUTHCS KOMIUJIEKCHBIA aHaIN3 CYLIECTBYIOIIMUX 3aLIUTHBIX MEXAHU3MOB U BO3HUKAIOIIHUX
WHITUICHTOB WH()OPMAIMOHHON OE30MacHOCTH, a TaKXKe MEPUOANYSCKUN ayJUT BCEH CHCTEMBI
obecnieueHus: HHGHOPMAITMOHHON 06€30MaCHOCTH.

7.3.2 Tlporecc MOHUTOPUHTA CUCTEMBI oOecrieueHusi HH()OPMAIIMOHHON 0e30macHOCTH
JIOJDKEH BKJIIOYATh B CE0s1 KOHTPOJIb OPTaHU3AIMOHHBIX U TEXHUYECKUX 3AIIUTHBIX Mep, aHaU3
napamMeTpoB KOH(QUIypalluyi U HACTPOMKH 3allUTHBIX MEXaHU3MOB.

7.3.3 Ilpm mpoBeNeHWH KOHTPOJIBHBIX MEPOIPHUATHH, CBS3aHHBIX C  OICHKOU
¢ynkumonupoBanus 3ammTHBIX Mep B ['BJAOY, ynomHoMoueHHble pPaOOTHUKU JIOJIKHBI
IIPUJIEPKUBATHCSA CIENYIOIINUX IPUHLIAIIOB!

- HE HapylaTh GyHKIIMOHUpOBaHUE TeKylel aesrensHoctu ['B/I0Y;

- NEMCTBOBaTh B  COOTBETCTBUM C BHYTpeHHUMH JokymeHTamu ['BJIOY
110 MTHPOPMALMOHHOW 6€3011aCHOCTH;

- HE CKpbIBaTh (DaKThl BBISBICHHBIX HHIUICHTOB W HapylleHUN TpeOoBaHUMN
UH(POPMAITMOHHON 0€30IaCHOCTH;

- ohopMIISITH ~ OTYETHI,  IMOATBEPXKJAIOIIME  BBINOJIHEHHE  MEpPONPUATHH
1o 00ecneYeHNI0 HHPOPMAITMOHHON 0€30MaCHOCTH.

7.3.4 Hudopmamus, NoxydeHHas B X0Ji€ IPOBEACHUS KOHTPOIUPYIOIUX MEPONPUATHIA
0 JIeHCTBUSIX, COOBITHSIX U ITapaMeTpax, MMEIOIUX OTHOLIEHHE K ()YHKIMOHUPOBAHUIO 3aLIUTHBIX
Mep, JOHKHA KOHCOJMUAMPOBATHCS M XPAHUTHCS B MECTax, MCKIIOYAIOIIUX IMOTYyYeHHE K Hel
HECAaHKI[MOHUPOBAHHOI'O AOCTYIIA.

7.3.5 MOHUTOPUHT JaHHBIX O 3apPETHUCTPUPOBAHHBIX COOBITUAX HWH(POPMAIIMOHHON
0€30MacHOCTH JIOJKEH MPOBOJIUTHCS, IO BO3MOXHOCTH, C HCIOJIb30BAaHUEM BCTPOECHHBIX
MEXaHH3MOB HACTPOMKH M ayauTa COOBITMH B MPOTPaMMHBIX U IMPOrPaAMMHO-TEXHHYECKHX
CpelcTBax, UCIOJIb3yeMbIX B HH(popMannoHHbIX cucteMax [ BIOY.

7.4  Ayaut cuctembl o0ecriedeHnsi HHPOPMAIMOHHO 0€30MaCHOCTH

741 B wmemix ONEHKM TEKYIIEro YpOBHS WH(GOPMALMOHHOW 0e30macHOCTH
ynonmHomoueHHble pabotHuku ['BJIOY Ha perymspHol OCHOBE IOJDKHBI TPOBOIUTH AyAUT
H(}OpPMAIIMOHHOI 0€30MaCHOCTH.

7.4.2 BHyTpeHHUE ayJUThl WJIA CAMOOLICHKH JOJDKHBI BBITIOIHATHCS, IO BO3MOXHOCTH,
paboraukamu I'BJIOY.

7.4.3 Pe3ynapTaToM BBHIOJIHEHUS ayAUTOB 110 HH()OPMAIIMOHHON 0€30MacHOCTH JOJKHBI
CTaTh OTYETHl O BBHINOJHEHHOM ayauTe WH(OPMAIMOHHONM O€30MacHOCTH, KOTOpbIE
paspabatsiBatorcs criennanucramu ['BJIOY.

7.4.4 Tlo pe3ynpraTaM ayAuTa YIOJIHOMOYEHHbIE pPAOOTHUKM U OTBETCTBEHHBIE
noapazaenenuss ['BJAOY momxHBI onpeaenuTh ACUCTBUS, HEOOXOIUMBIE Jsl YCTpaHEHUs
O00HapyXEHHBIX HECOOTBETCTBUI B MIPOLIECCE aAyANUTA, U BBI3BABIIUX UX PUYUHBI.
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7.5  ¥YnpaBjieHHe NepCcOHAJIOM

7.5.1 Opranm3anusi Takoro Mmporecca YIpaBJICHUsS MEPCOHATIOM, KOTOPBIA obOecrednT
JOBEPUTENbHOE OTHOIICHHE K pAOOTHUKAM, a TAKKE OPraHU3yeT KOMILIEKCHOE TPOTUBOICHCTBIE
yrpo3aM uH(popMaIrmoHHOM 0€30MacHOCTH, UcXoaauM ot nepcorana ['bJIOY.

7.5.2 BeimonHeHHe 00s3aTENbHBIX IPOBEPOK TMPH IpUEME HOBBIX pPaOOTHHUKOB
Ha paboTy C TOYKU 3pPEHHS JOCTOBEPHOCTH COOOIIAeMbIX MMHU JAHHBIX U C MO3ULUU OLEHKHU
uX npoeccuoHaNbHbIX HABBIKOB.

7.5.3 Opranmzamuss paObOTl B  HANpPaBICHUM TOBBIIICHUS  OCBEIOMIICHHOCTH
1 o0yuyeHus B o0acTu HH(OPMAIMOHHOI 0€30M1aCHOCTH.

7.5.4 TloBbimenne ocBenomieHHocTH pabotHukoB ['BIOVY:

- no cymectByonmM B 'BIOY nonautrkaMm HHPOPMALMOHHONW O€30MaCHOCTH;

- no npumeHseMbIM B I'BJIOY 3amuTHEIM MepaM;

- [0 MpaBWIbHOMY  MHCIOJb30BAaHUIO  3alIMTHBIX MEpP B  COOTBETCTBHHU
¢ BHyTpeHHUMHU JokymeHTamu ['BIOY.

3akJrouenune

8.1. Hacrosimas IlonuTuka siBisiercst BHyTpeHHUM AokyMeHToM ['B/1OY, obmenocTynHoi u
MTOJIICKUT pa3MeENIeHUI0 Ha opuinansHoMm caiite ' BJIOY.

8.2.Hacrosimas [TonmnTrka moajie)kKuT W3MEHEHHUIO0, JOTOJIHEHUIO B CTyYae MOSBICHHS HOBBIX
3aKOHO/ATEIbHBIX AKTOB U CHEIHAILHBIX HOPMATHBHBIX JIOKYMEHTOB IO 00paboTKe
Y 3allIUTe MEPCOHANBHBIX IAHHBIX, HO HE PeXe OHOr0 pasza B Tpu roja. [Ipu BHeceHnn
M3MEHEHUH B aKTYaJIbHOW PEIaKIIUK YKa3bIBACTCS JaTa MOCIeaHero oOHoBIeHus. HoBas
penaxuus [TonuTHKA BCTyNaeT B CUITy C MOMEHTA €€ pa3MEeILEHUs, €CII HHOE
HE MPeayCMOTpEeHO HOBOM pemakuuert [lomutuku. JleiicTByromas peaakius Bceraa
HaXOJUTCS Ha CTpaHMIIE 1Mo aapecy: https://www.gov.spb.ru/gov/terr/reg_viborg/otdel/otdel-
informatizacii/.

8.3.KonTpomns ucnonHenus TpedoBanuii HacTosmer [1oTuTHKM oCyIIecTBIseTCs

OTBETCTBEHHBIM JIMIIOM 32 oOecrieueHre 0e30MacHOCTH nepcoHaibHbIX faHHBIX [ BIOY.
8.4.01BeTcTBeHHOCTH NOMKHOCTHBIX Jinil ['B/IOY, nmeromux noctym

K KOH(UICHIINATbHONU HH(OpMAaIIUY, 32 HEBBIMIOIHEHNE TPEOOBAHUN HOPM, PETYIUPYIOIINX

00paboTKy U 3amuTy HH(OPMAIINH, ONIPEACIISIETCS B COOTBETCTBHH C 3aKOHOIaTE€ILCTBOM

Poccuiickoii @enepanyu 1 BHyTpeHHUMHU gokymeHTamu I'BJIOVY.
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